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Summary
e eDiscovery strategies needed
¢ MontgomeryWard waits six months to alert 51,000 customers of credit card data breach

e More on the changes in mandates to protect credit card security in PCI rule 6.6, plus tips on more secure web
surfing

Podcast sponsored by DevicelLock and Emergency Management Magazine.

Notes

Full E-mail Archiving Strategy Needed in K-12

White Paper Report: CoSN Releases New Publication: School Districts, Data Retention, and Federal eDiscovery
executive summary.

http://www.cosn.org/resources/e%20mail%20archiving%20exec%20summary%?20final.pdf

Time to update your PDF reader again

Update Adobe PDF Reader

Alternate PDF reader: Foxit PDF Reader. Version 2.3 has been buggy for some, so many admins stick with v2.2.
Once you download and install Foxit, delete Adobe PDF reader, unless you plan to keep patching Adobe PDF
reader.

MSIE Browser Attacks

http://secunia.com/advisories/30851/

Alternate Web browsers with some added security layers:
Opera 9.5: http://opera.com
Firefox 3: http://getfirefox.com

ClOs Try to Follow Top Government IT Security Trends

Charter Delays Plan for Targeted Web Ads

Potential Legal issues with Nebu
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Tales From The Dark Web

Report: Montgomery Ward fails to alert victims of breach

Interview 1

Jeremiah Grossman
Founder and Chief Technology Officer
WhiteHat Security

Ira mentions andLinux in the interview, as a way to lower web surfing security risks. Here is what Ira was referring to:
andLinux.org -- Run Linux natively inside Windows, andLinux is a complete Ubuntu Linux system running seamlessly in
Windows

PCI report on section 6.6

ALSO: Be sure to listen Episode 7 the interview with David Hoelzer, SANS Fellow, for his take on section 6.6 compliance
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