Govtech.com Security News Podcast — Episode 6:
New twist on disaster scams, municipal wireless security, reCAPTCHA - fight spam and help libraries.

Tuesday, June 17, 2008

Summary

e SANS warns of potentially harmful lowa storm video scams
e Using out-of-the-box thinking to secure the wireless network for Wisconsin police departments

e Using reCAPTCHA to fight spam bots and help librariesRansomware hold data hostage with strong 1024-bit key

Podcast sponsored by DevicelLock and Emergency Management Magazine.

Notes

Storm Scams Warning

Verizon Report

e "2008 Data Breach Investigations Report"

IPS to Protect SCADA

e Separating industrial control network from business network reduces risk of cyberattack

Judge Scuttles Ameritrade Hacking Settlement

EPPICard

e FBI's internet crime complaint center

e Two Factor Authentication: While weaker forms of two factor authentication are mandated for banks in the US,
strong two factor authentication is something that one has (or is) and something one knows. Many banks in the
US today are using weaker two factor system with two things that a customer knows.
Resources

Interview 1
Matthew T. Prough, MPSIS System Administrator Fitchburg, Middleton, and Sun Prairie Police Departments

Local Police Share Secure Wireless Network in Wisconsin

Interview 2
Ben Maurer, Carnegie Mellon University

http://www.reCaptcha.net, http://mailhide.recaptcha.net
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