
                                                                 

1 
 

 

Govtech.com Security News Podcast – Episode 5: 
Ransomware with 1024-bit keys, attacks hiding in data streams, policy guidelines from GFIRST 
Security Conference. 
Tuesday, June 10, 2008 
 
Summary 
 

• Ransomware hold data hostage with strong 1024-bit key  
 

• New report show spike in attacks hidden in innocent-looking internet traffic  
 

• Security policy guidelines from GFIRST Security Conference 08, Orlando 
 

Podcast sponsored by DeviceLock and Emergency Management Magazine. 
 
Notes 
 
Hijack 
 

• Ransomware Hijack using 1024-bit encryption key  
 
Laptop 
 

• Stanford alerts employees that stolen laptop had personal data 
 
Web malware 
 

• Web-based malware on legit sites soars 
 
New Browser Wars 
 

• Haute Secure 
 

• Opera 
 

• Firefox site security policy 
 
Stanford alerts employees that stolen laptop had personal data 
 

• FREE whole disk encryption 
 
 

 
Tales from the Dark Web 
 
Spear Phishing and Whaling 
 
 

http://websrvr91va.audiovideoweb.com/va91web25043/securitynews/SecurityNews5.mp3
http://www.devicelock.com/
http://www.govtech.com/em
http://usa.kaspersky.com/about-us/news-press-releases.php?smnr_id=900000131
http://news-service.stanford.edu/news/2008/june11/laprelease-061108.html
http://www.scansafe.com/threat_center/threat_alerts/stat_security_brief
http://blog.hautesecure.com/archive/2008/06/05/annoucning-an-exciting-new-partnership-between-opera-software-and-haute-secure.aspx
http://www.opera.com/pressreleases/en/2008/06/06/
http://people.mozilla.com/%7Ebsterne/site-security-policy/
http://www.truecrypt.org/
http://arstechnica.com/news.ars/post/20080606-spear-phishers-land-15000-sucker-fish.html
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Resources 
 
Interview 1 
 
Paul Royal, Principal Researcher at Dambala 
 
Damballa press release based upon the work of Paul's research team 
 
Targeted threats analyzed (i.e., the interesting part)  
This spreadsheet includes document names, domains looked up, whether the malicious document stole HTTP proxy 
settings, C&C IPs, country of ownership for C&C, etc. 
 
BlackHat Briefings 
 
Interview 2 
 
James L. Geuin, Information Security Manager, Florida Department of Law Enforcement 
 
Jim’s Presentation at the 4th Annual GFirst Security Conference, Orlando, Florida 
 

http://www.damballa.com/downloads/press/GartnerITSecSummit_Q2Research_PRFINAL_2008-06-02_.pdf
http://media.govtech.net/GOVTECH_WEBSITE/PODCAST/episode5_targeted_threats.xls
http://www.blackhat.com/
http://media.govtech.net/GOVTECH_WEBSITE/PODCAST/episode5_Geuin.pdf

