Govtech.com Security News Podcast — Episode 1:
InfoSec News, Mash-Up Security, Public eRecords Integrity
Tuesday, May 13, 2008

Summary

e Millions of emails missing from the White House, and the explanation is not necessarily political.

e What's a mash-up? A great way to offer lots of information in one place. David Bolker, cofounder of the OpenAjax
Alliance, and CTO of IBM Emerging Internet Technologies explains how mash-ups challenge security.

e Public eRecords integrity with Anne Weismann, Chief Counsel, Citizens for Responsibility and Ethics.

Podcast sponsored by Symantec, SonicWall, ESET, and Emergency Management Magazine.

Notes

OpenAjax Alliance is an organization of leading vendors, open source projects, and companies using Ajax that are
dedicated to the successful adoption of open and interoperable Ajax-based Web technologies. The prime objective is to
accelerate customer success with Ajax by promoting a customer's ability to mix and match solutions from Ajax technology
providers and by helping to drive the future of the Ajax ecosystem.

White Paper mentioned in the program: SMash: Secure Cross-Domain Mash-ups on Unmodified Browsers

Resources

Laptop Info and US Customs

e Alist of free, open source steganography software

Malware in computer chips

e Clear Hat Consulting
e Black Hat USA 2008 Briefings and Training

Department of Homeland Security Bill

¢ H.R. 5983, to amend the Homeland Security Act of 2002 to enhance the information security of the Department of
Homeland Security, and for other purposes
e International Standards Organization, ISO 27001

GMAIL as spammer relay

e INSERT, Exploiting the Trust Hierarchy among Email Servers



http://websrvr91va.audiovideoweb.com/va91web25043/securitynews/SecurityNews1.mp3
http://go.symantec.com/38863
http://www.sonicwall.com/
http://www.eset.com/
http://www.govtech.com/nmi/Emerergency%20Management%20magazine
http://www.openajax.org/index.php
http://domino.research.ibm.com/library/cyberdig.nsf/papers/0EE2D79F8BE461CE8525731B0009404D/$File/RT0742.pdf
http://sourceforge.net/search/?type_of_search=soft&type_of_search=soft&words=Steganography
http://clearhatconsulting.com/
http://www.blackhat.com/html/bh-usa-08/bh-usa-08-index.html
http://www.govtrack.us/congress/bill.xpd?bill=h110-5983
http://www.govtrack.us/congress/bill.xpd?bill=h110-5983
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=42103
http://ece.uprm.edu/%7Eandre/insert/gmail.html

Backscatter from spammers

e How email administrators can mitigate backscatter

Tales from the Dark Web Links

e McAfee Labs, you have to pay for quality

Interview with David Boloker by Ira Victor

e Ira made reference to Web 2.1. He meant to say, Web 1.0.
e Sourceforge.net for open source software.
e White Paper: SMash: Secure Cross-Domain Mashups on Unmodified Browsers

Interview with Ann Weismann by Samantha Stone

e Citizens for Responsibility in Ethics
e Record Chaos Report



http://spamlinks.net/prevent-secure-backscatter.htm
http://www.avertlabs.com/research/blog/index.php/2008/05/07/you-have-to-pay-for-quality/
http://www.sourceforge.net/
http://domino.research.ibm.com/library/cyberdig.nsf/papers/0EE2D79F8BE461CE8525731B0009404D/$File/RT0742.pdf
http://www.citizensforethics.org/
http://www.citizensforethics.org/recordchaos

