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The world of cybersecurity

Threats

Identity theft

Information manipulation
(e.g. Malware)

Cyber Assaults/Bullying

Advanced Persistent
Threats (APTS)

Information theft

Crime
(e.g. Credit card fraud)

Insider
Espionage
Cyber attack
Transnational

Attack of software
“boomerangs’

Terrorism

Targets
* Government (Federal,
State and Local); e.g.,
— E-Government
— E-Commerce
* Industry; e.g.,
— Aerospace & Defense
— Banking & finance
— Health care
— Insurance
— Manufacturing
— Oil & Gas
— Power Grid
— Retail
— Telecommunications

— Utilities
» Universities/Colleges
* Individuals

Counters
* Cyber workforce
* Network access controls

— Firewalls

— Anti-virus S/W

S/W patch management
— ID management

« Outbound traffic monitoring

« Dynamic situational
awareness

» Open source Information

» Risk intelligence &
management
— Data analytics

» Forensic analysis

» Financial intelligence
(FININT)

 Tighter laws & enforcement
ties

« Expanded diplomacy

 Legislation?

You should assume that your network has or will be compromised.
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What global experts are thinking about cybersecurity...

Is capable of defending itself against a
sophisticated cyber attack

anticipate the impact of for an extended
period of time to be catastrophic with irreversible consequences

think need to take more responsibility for cybersecurity

view their as low regarding international
cooperation

a IS needed or is overdue

could defend against a sophisticated cyber
attack

believe that are far behind
technology advances

“Protecting the Digital Economy”, East West Institute Report from the First Worldwide Cybersecurity Summit ,
May 2010

“Mobilizing for International Action”, EastWest Institute Report from the Second Worldwide Cybersecurity
3 Summit, June 2011 Copyright © 2013 Deloitte Development LLC. All rights reserved.



State Governments Are a Target

« States have the most comprehensive information about citizens; for this reason,
organized cyber criminals have targeted government and higher education
agencies for the past few years.

— Data loss from government impacts citizen trust and has the potential to impact state
business by affecting citizen services, revenue collections, or unplanned spending

* In recent months, there has been an increase in high-profile
cyber attacks from loose-knit, politically-motivated groups
operating globally.

— These groups are distinct from more well established
cyber criminal organizations, in both organizational structure
(ad-hoc vs. top-down) and motivation
(“hacktivism” vs. monetary gain).

« Recent developments have elevated Cybersecurity to a Governor level issue.
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President Obama’s Executive

Order on

& PPD-21 (February 12, 2013)
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The new E.O. changes the definition of “critical
infrastructure”

The new E.O. defines “critical infrastructure at greatest risk,” as infrastructure

where “a cybersecurity incident could reasonably result in catastrophic regional or
national effects on public health or safety, economic security, or national security.”

Executive Order,
Improving Critical Infrastructure Cybersecurity, Section 9
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Key milestones of the Executive Order

§  Partner to shape development < New companies identified as  « Adopt the Cybersecurity
il Of a cybersecurity framework “critical infrastructure” Framework

ﬁ + Dialogue on information * Identify Cybersecurity * Report on impact of

§ sharing Framework leader requirements (2 years)
.D:_

» Broaden information-sharing < Identify critical infrastructure at < Issue final Framework (1 year)

process, assess privacy risks, greatest risk - Report program participation
analyze incentives (120 days) « Review and comment on and privacy risks (annually)
- Expand on enhanced Cybersecurity Framework * Review, update ClI list
sl Cybersecurity Services (120 . Develop a preliminary (annually)
o days) _ Framework (240 days) « Report *if* current regulatory
= N Establish voluntary program .« | ook for funding and budget requirements are insufficient
E to support Framework opportunities to implement - Report on Cl impacts (2 years)

adoption (120 days) Cybersecurity Framework

7 Copyright © 2013 Deloitte Development LLC. All rights reserved.



Critical Infrastructure Cybersecurity - Executive Order
(EO) and Presidential Policy Directive (PPD-21)
State/local government impact

1. Federal Department of Homeland Security and a few federal agencies are responsible
for most of the direct actions resulting from the EO and Presidential Policy Directive

- State homeland security agencies are likely to play a pivotal information sharing role
for government and commercial sector

2. State/local government agencies coming under the critical infrastructure definition will
look for funding opportunities from the federal government to implement the
Cybersecurity Framework

- Transportation (mass transit, highways, bridges, airports)

- Health (disease management, health information exchanges),

- Public safety (emergency management, law enforcement), and
- Ultilities (nuclear/power/chemical plants)

3. Most states have not adopted or implemented a security framework and the EO will be a
catalyst for them to consider embracing the Cybersecurity Framework

4. Unrelated to the EO/PPD, NGA has formed a “National Policy council for State
Cybersecurity”. Deloitte is a participant and will help shape policy recommendations for
state governors on Cybersecurity
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Currently, there are 16 industry sectors defined as critical
Infrastructure

85% of critical infrastructure is in private sector hands?

Trends exposing industry to increased risk
* Interconnectedness of sectors

* Proliferation of exposure points

» Concentration of assets

Critical infrastructure sectors

? Agriculture and Food '1]] Dams
7

Information Technology

Nuclear Reactors,
Materials and Waste

Banking and Financial Defense Industrial
ﬁ Services m Base

f&lin

. . Transportation
A Chemical Emergency Services e Sysiems
\m : i Water and Wastewater
0 Commercial Facilities Energy

Systems

Critical Manufacturing

L &

D
P Communications ‘ Government Facilities

% Healthcare and Public
Health

1 GAO Report, Critical Infrastructure Protection: Sector Plans and Sector Councils Continue to Evolve. July 2007, http://www.gao.gov/assets/100/95010.pdf
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http://www.gao.gov/assets/100/95010.pdf
http://www.gao.gov/assets/100/95010.pdf

2012 Deloitte — NASCIO Cybersecurity Study
Survey Results and Timeline

Survey results

2012 Deloitte —NASCIO Cybersecurity Study —
Available in print and electronic format —
Downloadable from www.nascio.org and

www.deloitte.com.

One confidential benchmark report for every state
CISO respondent — comparing their individual
survey responses with the aggregated survey

results.

Cybersecurity budget — strategy
connection

CIS0s ..h[IIJ|dEEII'I'II'I'IIIIlIE:ﬂE' strategies
& report o

to build bu

for cybersecurity i
senices and cumpetency centerh are a
must.

Cybersecurity authority and
govemance

CIS0s need to evolve their role to be
effective in a largely federated model.

- Skillset gap and security function
outsourcing.

- Improve security management ofthird
party service providers.

Preparedness foremerging
threats

Emerging threats equal emerging
opportunities: Mobile, Cloud, Big Data
are security enabling opportunities that
also help build stronger business
stakeholder support.

Compliance—a lever for CISO
leadership

Regulatory compliance and audit
findings can be usedto as tools to better
communi = gg
stakeholders.

Deloitte.

2012 Deloitte-NASCIO Cybersecurity Study
State governments at risk: a call for

S . :
collaboration and compliance

A publication of Deloitte and the National A: iation of State Chief ion Officers

Report : State Governments at risk: A call for
collaboration and compliance
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http://www.nascio.org/
http://www.deloitte.com/
http://www.deloitte.com/view/en_US/us/Services/audit-enterprise-risk-services/Security-Privacy-Services/23eac2887a97a310VgnVCM2000003356f70aRCRD.htm?id_us_furl_aers_sp_nascio_102312
http://www.deloitte.com/view/en_US/us/Services/audit-enterprise-risk-services/Security-Privacy-Services/23eac2887a97a310VgnVCM2000003356f70aRCRD.htm?id_us_furl_aers_sp_nascio_102312

Cybersecurity State Roadmap

*Source: State Governments at risk: A call for
collaboration and compliance

Measure Assess your risk and
5 and report == = T = n 1 share results with
Share your = business stakeholders

story

L]
v

™
with business, agency

and across jurisdictions

Educate
on cybersecurity

1
|
|
I

e —

Invest 2 = Strategize
. in cybersecunty to address
solutions risks and threats

it

/
/
/
\\_-/ ~
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Deloitte

This presentation contains general information only and is based on the experiences and
research of Deloitte practitioners. Deloitte is not, by means of this presentation, rendering
business, financial, investment, or other professional advice or services. This presentation is not
a substitute for such professional advice or services, nor should it be used as a basis for any
decision or action that may affect your business. Before making any decision or taking any
action that may affect your business, you should consult a qualified professional advisor.
Deloitte, its affiliates, and related entities shall not be responsible for any loss sustained by any
person who relies on this presentation.
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