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Agenda  Today’s Security Challenges 

 2012 Data Breaches 

 Enterprise Mobility Challenges 

 Mobile Identity Management 

 Mobile Identity Standards 
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Attacks cost $$$$ in State Government (2012) 

State of South Carolina Dept. of Revenue > Approximately 3.8 million Social Security 

numbers, 387,000 credit and debit card numbers and 657,000 business tax filings were exposed in 

a recent cyber-attack at the SC Department of Revenue. From http://www.sctax.org 
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STATE OF UTAH : DATA BREACH 
 
 
 
UTAH CTO TAKES THE FALL. 
RESIGNATION SOUGHT BY GOV. HERBERT  
AFTER BREACH EXPOSES DATA ON  
280,000 MEDICAID RECIPIENTS!!!! 

“The state has said it will offer free credit monitoring and 

identity theft insurance coverage of up to $1 million for 

victims of the breach.” 

 

“Some analysts have held up the breach as a classic 

example of the dangers weak or default passwords 

controlling access to critical systems and 

applications pose to enterprises.” 
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1. Brand Decline = Loss of trust from Citizens! 

2. Regulatory Fines 

3. Financial Loss 
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Mobile Devices in the Enterprise 
 

      

• Employees, Citizens, Students, Vendors  

             …using mobile devices 

Evolution of BYOD > Bring your own device 
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90% 
 companies 
with mobile 
apps in 

2014 

 62% 
will depend on social 
networking to connect with 
customers and prospects 

Store passwords 
76% 

Store passwords 

as 

10% 

Source: Information week Aug 2011 
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Mobile Security is Beyond Device Management 

46% 
Of organizations that allow 

BYOD reported experiencing a 

data or security breach 

50% 
Of helpdesks struggle to keep 

up with mobile apps support 

Source: Mobility Revolution Redux, March 2012 

MOBILE SECURITY STARTS FROM INSIDE 

Source: Trend Micro Survey, Feb 2012 

58% Building corporate app stores 

Source: Partnerpedia Survey, Aug 2011 
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Mobile Identity & Access Challenges 
 

? 

Developer 

• Limited resources to 

support chatty clients 

• No SSO across native 

mobile applications 

• Challenging to secure 

access to data stored on 

legacy systems 

• Risky to allow business 

transactions from untrusted 

devices 
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Guess:  The cost of remediating a breach 

exceeds the cost of preventing a breach by….. 

10X    
 

 
We need to start taking a proactive approach 

to security!!! 
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Demystifying Mobile Identity 
Management and Standards 

Shujaat Ali 

Principal Security Consultant 
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EMPLOYEE 
OWNED DEVICES 
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CHANGING MOBILE APPLICATION DEMANDS 
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Corporate DMZ Corporate Network 

Mobile and Social 

Webgate 
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CONTEXT AWARE AUTHENTICATION 

? 

Device Aware ! 

Time Aware ! 

Location Aware ! 

Device 

Fingerprint 

Account 

Detail 
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PATIENT 
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Select  Login  Authorize  
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Login with Facebook 

or… 

Name: 
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Major: 

Minor: 

Graduation Date: 

Student Advisor: 
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Test Date: 

Submit 

OAUTH

REAL EXAMPLE  CONNECTING 

COLLEGE TEST PREP STUDENTS 
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Better Experience 

Single Point of Revocation 

Blacklist Devices 
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MONITORING & 

REPORTING 
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Browser & OS statistics 

Alerts Location Risk 

Access Trends 
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Questions? 
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FOR YOUR ATTENTION 
THANK YOU 

Feel free to contact us at  

David.Roundtree@oracle.com 

Shujaat.Ali@oracle.com 
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