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DolT’s Role in Emergency Operations

* Provide & Support IT Infrastructure

e Communication Infrastructures
(network, radio, phone)

e Technical Infrastructures
(servers, desktops, blackberries, etc. )

* Provide Application Support
e Ensure availability
e Support end users

* In an Emergency Operation Center Activation

e Staff role of Utilities Branch Director (ICS)
Westchester
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Key to Fulfilling Role — Pre-planning

* Identify critical assets and applications that must be
available in an emergency. (who, what, where & why)

* Prioritize

e Build in high availability and disaster recovery for
key critical infrastructure and emergency
management applications. (how)

e Use the simplest solution where possible

e Discuss contingency plans for the others
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Westchester Incident Management System Infrastructure

WIMS Architecture

Production System
Friday, April 13, 2012
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Key to Fulfilling Role — Pre-planning

* |dentify and organize intellectual resources

e EOC Responders should be familiar with the tools
they will be required to use in an emergency.
e Training needs to be ongoing
* Practice, practice, practice

e Provide clearly defined methods of communicating
with responders before, during and after an
emergency event.

e Distribution lists, Emergency Notification System,
Online Systems, etc. To the extent possible provide
alternative methods of communication (blackberrv
PIN).
| Mt
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Key to Fulfilling Role — Pre-planning

* If you have the luxury of advance notice

e Formulate an IT support coverage plan
(network, server, desktop, phones, radio, GIS,

EOC applications).
 Be proactive with the end users

 Request users sign-on to resources they will
require (such as the Incident Management
Application) and update their (online & hard
COpY) resources.

Westchester
gOV.COM
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Hurricane Irene — EOC Onsite DolT Coverage

Last Mame First Namse

Saturday T am - 7 pm

Lewy Dick
Kosakowski Kewvin
Jacobs Jessy
Lynch Connor
Tota Iir
Rocco Greg
Johnson Babu
Punnoose Jebi
Mulligan Mark
Elliott John
Goff CIiff

Saturday 7 pm - Sunday 7 am

Beirme Marguerite
Amico Michael
Odestick Kelly
Sacchinelli Domenico
Schaffner Jean
Gibsan Anthormy
Gonzalez Herbie
Lynch Connor
Tota Ihir

Elliott John
Wilson Bob

Cell Phones

{111) 222-3333
{111) 222-3334

{111) 222-3335

{111) 222-3336

f111) 222-3337

{111) 222-3338

{111) 222-3333, [111)
4445555

{111) 222-3333

{111) 222-3334

{111) 222-3335

{111) 222-3336

{111) 222-3336
{111) 222-3337
{111) 222-3338
{111) 222-3339
(111) 222-3340
[111) 222-3342
{111) 222-3343
[111) 222-3344
{111) 222-3345
{111) 222-3346
[111) 222-3347

Home Phone

[914) 698-3392
[914) 698-2933
[914) 638-3354
[914) 698-4335
[914) 635-4336
[914) 638-2337

[914) 698-4398
[914) 698-3399
[914) 638-5000
[914) 638-5001
[914) £98-5002

{914) 638-5005
{914) 538-5006
{914) 538-5007
[914) 538-5008
[914) 538-5009
{914) 538-5011
{914) 538-5012
{914) 538-5013
[914) 638-5014
{914) 538-5015
[914) 538-5016

Email

ril2 @ westchestersov.com
kmk2 Ewestchestergov.com
lamd@westchestergov.com
cgll@westchestergov.com
Sl Ewesichestergow. com

gsr2 @westchestergov.com

bxj2 @ westchestergov.com
pp&Ewestchestergow. conm
m2mzEvwestchestergov.com

jel@westchestergov.com

cged@westchester.com

mcbl@westchestergov.com
mia2@wesstchestergov.com
kacl2@westchestergov.com
dasa@westchesterzov.com
asd@westchestergov.com

gear@westchestergov.com
hhgl @westchestergow. com

cgl3@westchestergov.com
at2Ewestchestergowy.com
jel@westchestergov.com

rawS@westchester.com

Specialty

Utilities Branch Director
Application Support
Application Support

Gls

GIs

Telecomm

Server
MNetwork
Workstation
E91l

Radic

Utilities Branch Director
Application Support
Application Support
Server

Workstation
Telecomm

MNetwork

GIs

GIs

E911

Radic
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Westchester Incident Management System

{= Reference Library / Incident Folders - Windows Internet Explorer.

@ Lo 4 |g‘ westchestergoy.com ~ || X
File Edit Wiew Favorites  Tools  Help x e snaglt &' x @ e
77 Favarites | 515 Suggested Sites ~ m Free Hotmall & | Upgrade Your Browser -
{€ Reference Library | Incident Folders -8 | gy v Page v Safety - Tools - @+
Version: = Pl
eASTER 753 IMS DM Incident: Default Mon Apr 16, 2012 17:1—
K‘ AP ;'[;;EF;GE”CY “'our current role is: AR-DOIT *ou are logged in as: kac2.
Documents Browser
H ~
n Folder Settings: Text =
Search Within: & Al Sub-Folders © Just This Folder For: L
| Typea | Title | Description | Modified | Actions
r 3 | 2010 POD 506G 2010 Point of Distribution 72212010 Edit Delet:
Standard Operations Guide 11:46
I I3 | Communications Call down trees and 713012010 Edit Delet
communication directors 12:25
I 3 | EMS Motifications Notification protocols and 7i3012010 Edit Delet:
trees 1313
I I3 | Indian Point Response Indian Point Documents & 712912010 Edit Delet
Protocols 10:55
1 .1 | 2009 DOH Readiness Hurricane Coastal Storms 71212010 Edit Delets
Checklist 10:15 B
™ 1 | August 2011 Health Dept, August 2011 Health Dept, 8152011 Edit Delet
Hurricane and Coastal Storm | Hurricane and Coastal Storm | 10:22
r B Continuity of Operations October 2011 Dept. of Health | 10119/2011 | Edit Delet
ﬂhi'l DelT October 2011 Continuity of Operations Plan | 10:38
gui‘l DOT I B DOH EQOC Responder List EOC Responder List 8M0/2010 Edit Delet
12:23
++[23 DPS - - = -
r 1 | EOC Branch Director and October 2011 overview of 10712011 Edit Delet v
£ | > ‘ ‘ T
" Trusted sites 4y - ®iow - e'StCheS;el
gO\-.COI‘Il

Robert P. Astorino, Westchester County Executive
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Hurricane Irene Response

Westchester
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Hurricane Irene Response

* Provided information to the Public via County’s Website

* Frequent updates posted to County’s Home Page (45,000
visitors on August 28th).

e The County’s flagship Mapping Application served
thousands of residents before and during the storm
(Hurricane zone finder had 700 hits per hour on August
25th).

* Provided 24x7 technical and application support before,
during and after Hurricane Irene.

e Removed and returned IT equipment from Playland Park
to avoid any potential damages.
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THE LEADEREHIP EVENT FOR MEW YORK PUBLIC SECTOR CiO=

Hurricane Irene Response

* Provided onsite support at the Emergency Operation Center
for critical time period.

e Justin time training on tools and applications for EOC
responders.

e Account maintenance (password resets , new accounts,
etc.)

e Assisted FEMA in the set up and operation of its Disaster
Recovery Center.

e Configured and installed desktop computers, laptops,

copiers and telephones, while protecting the integrity of the
County network.

Westchester
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THE LEADEREHIP EVENT FOR MEW YORK PUBLIC SECTOR CIO=

Hurricane Irene Response

* Provided network and server support to maintain
connectivity and a high availability infrastructure.

* Resolved network issues at various County locations, including
Yonkers Waste Water Treatment Plant, Department of
Correction, Playland and TMC.

* Provided radio communication assessments and
recommendations.

e Staffed Utilities Branch Director position in the EOC.

e Coordinated and reported on response for all utilities (Con
Edison, LightPath, Verizon, NYSEG, E911).

Westchester
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Hurricane Irene Response

* GIS Support
e Specialists at the EOC provided on demand support.

* Mapped road closures in relation to critical facilities (shelters,
hospitals, nursing homes, etc.)

* Produced transit maps for emergency responders.

* Provided storm inundation maps calculating population figures in
designated hurricane flood zones adjacent to Long Island Sound

and Hudson River.

 Immediately following the storm, provided maps for response
teams to use in field to perform damage assessments.

Westchester
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