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Mobile Devices — Ubiquitous and Diverse

= Value and benefits are obvious:
— BYOD - Lower Cost & Higher Productivity
_ 80% of Employees are using them”
— 37% of Employees using them without
permission "

*Gartner CIO survey  “Forrester study technologies



Managing the REAL THREAT

Protecting the Data and Securing Access

Ensure the right people have the right access to the right
information at the right time
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You have to Authenticate You have to Authorize

" People = Systems
= Services

= Devices

You have to Report

= User/Service Activity
= |Information Activity

» Privacy/Compliance

= Applications
® |nformation use
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How do we allow these devices on our network?

KEY: Identify What are we trying to protect &

what are protecting it against?

1. Enforce Acceptable Use Agreement AND
Passcode Protection

2. Authenticate User’s to the device AND
to the network, applications & data

3. Authorize User’s only to those applicatio
for which they have a “Need to Know”
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What if... You Could?

- Leverage strong multi-factor
authentication from any device for Single
Sign On to your application portal & other
content providers

- Provide On-line registration, enrollment
and password management

- Secure Access to your network

SAMSUNEG

- Secure access to business records, data,
and reports

- Effective authentication Users to all apps
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Questions?




