
Hybrid delivery mix and cloud
Evolving business models

HP Confidential1

PRIVATE AND
PUBLIC CLOUD
•Partial automation
•New disparate public and 
private cloud services

TRADITIONAL IT
•Minimal automation
•Traditional methods of 
service delivery – internal, 
outsourcing, hosting

Private

Public

HYBRID DELIVERY
• Fully automated self-

service delivery
• Orchestrated, managed & 

secured hybrid service 
delivery

• Brokered services based 
on business requirements
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BUILD on-premises 
cloud services

CONSUME
off-premises 
services 
securely

TRANSFORM legacy 
infrastructure, 
applications, people and 
process

MANAGE AND 
SECURE across 
legacy applications 
and cloud assets

Strategic Role of CIO Changing
CIO becomes the builder and broker of services in Hybrid Delivery

Traditional

Private
Public



CIO barriers to cloud adaption

70% CIOS HAVE SECURITY
TOP OF MIND1

75% CIOS DEMAND HIGH SLA 
GUARANTEES FOR 
PERFORMANCE AND 
AVAILABILITY263% REQUIRE 
INTEGRATION OF 
INTERNAL & EXTERNAL 
SERVICES2

79% CONCERNED 
ABOUT LOCK-IN2

1. Goldman Sachs Equity Research, January 2011;  2. Source: IDC, Enterprise Panel Survey, November 2010

SECURITY AND COMPLIANCE

SERVICE LEVEL AGREEMENTS 
FOR AVAILABILITY AND 
PERFORMANCE

INTEGRATION ACROSS 
ENVIRONMENTS

OPEN AND FLEXIBLE 
DELIVERY
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Security and Risk are becoming more 
challenging/complex 



Security in Hybrid Cloud Era

• Business risk focused

• Built-in and proactive

• Centralized    

• Hybrid data 
governance  

• IT and product 
focused

• Defensive and 
reactive

• Fragmented 

• Internal data 
governance

From To



HP/CSA RESEARCH 
THE 7 DEADLY CLOUD SECURITY RISKS

1. Abuse and Nefarious Use of Cloud 
Computing

2. Insecure Application Programming 
Interfaces

3. Malicious Insiders

4. Shared Technology Vulnerabilities

5. Data Loss/Leakage

6. Account, Service & Traffic Hijacking

7. Unknown Risk Profile

http://www.cloudsecurityalliance.org/topthreats

HP is a member

http://www.cloudsecurityalliance.org/topthreats


7 Footer goes here

“Cloud Security Alliance”
Threat mitigation 

• Abuse and Nefarious Use of 
Cloud Computing

• Insecure Application 
Programming Interfaces

• Malicious Insiders
• Shared Technology 

Vulnerabilities
• Data Loss/Leakage
• Account, Service & Traffic 

Hijacking
• Unknown Risk Profile

Process related
Threat mitigation 

• Virtual machine lifecycle 
threats

• Remote access threats

• Data lifecycle threats

• Identity and access 
management threats

• Cloud-bursting threats

Secure Business Operations

• Availability
• Accuracy
• Access
• Agility

Cloud security business needs beyond just threats

Regulatory Compliance

• PCI DSS
• HIPAA
• FISMA
• ISO 27001



Cloud
Discovery 
Workshop

Cloud
Roadmap
Service

Strategy Roadmap Design Implement

HP Cloud Protection Program

Build  Plan

Secure

Workload
Analysis and 
Application 
Transformation

Hybrid Delivery
Strategy Service

Cloud
Design
Services

CloudStart and 
CloudSystem 
Enablement Services

Building security into cloud strategy, design and 
implementation   

Cloud Protection 
Workshop

Cloud Protection 
Roadmap Cloud Protection Design Cloud Protection 

Implementation

Cloud Protection
Foundation Service



HP Cloud Protection Value Framework
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Business 
Needs

• Cloud Threats 
Mitigation

• Regulatory 
Compliance

• Secure Business 
Operations  

H
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s Cloud 

Protection 
Solutions

• Foundation Service
• Workshop and 

Roadmap Services
• Protection Design 

and Implementation
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its Business 

Results

• Cloud Security 
Enablement

• End-2-End 
Assurance

• Unified Control
• Resiliency

W
hy

 H
P

? Differentiation

• Trusted Virtualization
• Malware Protection
• Federation & SSO
• Unified Auditing
• End-2-End 

Application Security
• Cloud Protection 

CoE



Cloud Protection - Technical Innovations

Trusted 
Virtualization

Detect and 
Block infected 

VMM
Location-based 
VM Migration

Malware 
Protection

Protect VMM, 
VM OS,

host OS and 
communications

Federation
& SSO

Simple 
federation and 
SSO between 
hybrid clouds 

and public 
CSPs

Unified 
Auditing

SIEM and Audit 
for the entire 
cloud  and 

legacy 
infrastructure

End2End 
App Security

End2End 
software 

assurance for 
the cloud 

(PaaS – SaaS)

HP Labs & broad integration expertise

HP and partners technology

HP Cloud Protection Center of Excellence
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HP Cloud Protection Reference Architecture (Functional View)

Cloud and 
Traditional IT 

Spanning 
FunctionsDemand

Delivery

Supply

M
anagem

ent 
P

ortal
U

ser P
ortal

Service 
Catalog

Order 
Management

Service 
Assurance

Service & Application 
Configuration & 

Activation

Contract 
Management

Infrastructure
Servers Storage Network

Resource 
Management

Resource 
Health

Governance

Management

Business

Security Application Security
Identity Management

Information Security

Infrastructure Security

Governance, Risk and 
Compliance

Security Program

Security Monitoring

Cloud Platform

IT Management Services with 
Security Impact

Security Management Services

Cloud Security 
Functional Areas

User & Access 
Management

Service &Application 
Security Configuration 

& Activation
Service Security

Assurance

Resource  Security 
Management

Threat &Vulnerability  
Management

Resource  Security 
Health
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