














State of FloridaState of Florida

Judicial Inquiry System:    Florida’s JIS system allows judges, clerks, state 
prosecutors, and many others in Florida courts and law enforcement agencies to 
pull records from 13 disparate systems all with need to know securitypull records from 13 disparate systems – all with need to know security.

JIS is a multiagency data sharing system that has been operational for the past 
seven years. JIS consists of a streamlined dashboard that allows users to queryseven years.  JIS consists of a streamlined dashboard that allows users to query 
multiple data sources through a single point of entry.



Florida Data SharingFlorida Data Sharing

Children and Youth Cabinet Information System – (CYCISS) -- an initiative 
involving 8 state agencies that will bridge communication gaps and 
decrease time delays in delivering social services to some of the state'sdecrease time delays in delivering social services to some of the state s 
most vulnerable residents.

Mission: To ensure that the public policy of Florida relating to children andMission: To ensure that the public policy of Florida relating to children and
youth promotes interdepartmental collaboration and program implementation in 
order for services designed for children and youth to be planned, managed and
delivered in a holistic and integrated manner to improve the self-sufficiency, safety, 

i t bilit h lth d lit f lif f ll hild d th i Fl ideconomic stability, health and quality of life of all children and youth in Florida.



How did they do it?How did they do it?

•Implemented a Market Scan:  COTS packages offered only the Cadillac versions and 
no budget was available. Decided to develop a custom application.

•Created a Metadata Repository: Web Based assessable to all employees of theCreated a Metadata Repository:  Web Based, assessable to all employees of the 
Department

• Data Archeology Approach to determine what data to use

• System Integration Approach

•Enterprise Data PolicyEnterprise Data Policy

•IT Governance Oversight

B I f St k h ld•Buy In from Stakeholders



USSOCOMUSSOCOM

•Created in 1987 – Created to prepare and carry out Special Operations missions
•Budgetary and Acquisition Authority
•No Financial Visibility
•In 2000 the first phase of the DCD Financial Information System (FIS) wasIn 2000 the first phase of the DCD Financial Information System (FIS) was 
deployed

Legacy Data Warehouse
SOCOM FIS

Data Marts & Cubes

ETL

Consolidated Reports

Consolidated View Real Time Reporting



Comptroller DashboardComptroller Dashboard

The Department of Defense Comptroller manages the $533.7 
billion budget of the largest department in the Executive 
branch of the U.S. government.

 Hurricane Katrina
 Cost of War Reporting
 American Reinvestment and Recovery Act American Reinvestment and Recovery Act
 And more…



SummarySummary

• Interoperability and Data Sharing is evolving as a necessity• Interoperability and Data Sharing is evolving as a necessity

• Technology and processes can overcome hurdles and challenges

• There are proven examples on how to implement data sharing



Digital Government SummitDigital Government Summit

June 2, 2010
Data InteroperabilityData Interoperability



f h• Citizens expect more from government now than 
ever before. Government is asked to “connect the 
dots” gathering information from disparate sourcesdots  gathering information from disparate sources, 
making sense of it, and delivering the information 
needed to effectively take action. y

• The public expects their state government to interactThe public expects their state government to interact 
with them as “one company” to quickly get the 
services they want across multiple channels including 
internet, IVR, phone, and face to face. 



• To accomplish these goals, we need to build a state‐
wide foundation of organizational commitment, 

ti hi h i li i t li dexecutive sponsorship, cohesive policies, streamlined 
processes, and shared information and services.

• There is a rising demand for “single version of the 
truth” “single view of a citizen” etc Our currenttruth ,  single view of a citizen , etc. Our current 
systems are not designed to provide linkage of 
information to enhance services delivery. y



Future State 

• Define a data sharing environment to provide g p
a single, accurate, and consistent source of 
data for the legislature and state agencies for g g
the services provided to the public. 

• Move towards a “single version of the truth”Move towards a  single version of the truth  
• Utilize our common standards for database 
management and integration with a viewmanagement and integration with a view 
toward consolidation of data and software 
reusereuse. 



• Define a framework that facilitates interfacesDefine a framework that facilitates interfaces 
between state agencies. 

• Establish an Enterprise Architecture program• Establish an Enterprise Architecture program 
to lead state‐wide efforts, establish priorities, 
create capabilities within the existing state ITcreate capabilities within the existing state IT 
resources, and measure effectiveness 
F i ff i h i i l ill b• Focusing our efforts with interim goals will be 
key to realizing the desired future state



How?How?
• Goal One: Formalize governance for statewide 

h l d i i ki itechnology decision making vs. agency‐centric 
decision making.

• Goal Two: Identify a first candidate projecty p j

• Goal Three: Establish a common vocabulary• Goal Three: Establish a common vocabulary. 
Create a catalog of data that can be accessed 
internally and externallyinternally and externally



Success Criteria 
• A program that is understood and accepted• A program that is understood and accepted 
• A formal governance structure that is understood 
and acceptedand accepted 

• Enterprise adoption of Information/data 
management models that reduce redundancymanagement models that reduce redundancy, 
improves service delivery 

• Recognized cost savingsRecognized cost savings 
• Reduction/elimination of duplicated service 
development development

• Demonstrated projects using State employees as key 
resources 



J D H t hJason D. Hutchens

Director, Planning and 
Assessment Division





The Scope of the ChallengeThe Scope of the Challenge
Existing systems store 

and interpret data 

Security
Existing systems

p
using a variety of 

“dictionaries”
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utilize different 
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Architecture
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to protect the data 
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and  to manage users 

and their access

Common Practices & Standards Can Improve the Situation!



Leveraging National 
Standard Solutions…

Global Security
Solutions
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Leveraging National Standard 
S l tiSolutions:

Data Model
• NIEM = National Information Exchange Model www.niem.gov
Architecture
• JRA (SOA) = Justice Reference Architecture  

http://it.ojp.gov/topic.jsp?topic_id=242
Privacy and SecurityPrivacy and Security
• GFIPM = Global Federated Identity and Privilege Management

http://it.ojp.gov/topic.jsp?topic_id=248
N ti l Eff tNational Effort
• N-DEx – National Data Exchange (USDOJ)

http://www fbi gov/hq/cjisd/ndex/ndex home htmhttp://www.fbi.gov/hq/cjisd/ndex/ndex_home.htm



Data Model: NIEM

NIEM h N i l I f i E h M d l i t hi f th• NIEM, the National Information Exchange Model, is a partnership of the 
U.S. Department of Justice and the Department of Homeland Security. 
It is designed to develop, disseminate and support enterprise-wide 
information exchange standards and processes that can enable 
jurisdictions to effectively share critical information in emergency situationsjurisdictions to effectively share critical information in emergency situations, 
as well as support the day-to-day operations of agencies throughout the 
nation.

• NIEM enables information sharing, focusing on information exchanged 
among organizations as part of their current or intended businessamong organizations as part of their current or intended business 
practices. The NIEM exchange development methodology results in a 
common semantic understanding among participating organizations and 
data formatted in a semantically consistent manner. NIEM will standardize 
content (actual data exchange standards), provide tools, and managed 
processes.

• NIEM is currently comprised of several key domains representing the 
broad justice, public safety, emergency and disaster management, 
intelligence and homeland security enterprise. A domain can be 
defined as a sphere of activity concern or function For purposes of NIEMdefined as a sphere of activity, concern, or function. For purposes of NIEM, 
a domain refers to a business enterprise broadly reflecting the agencies, 
units of government, operational functions, services, and information 
systems which are more or less organized or affiliated to meet common 
objectives. 



Architecture: 
J ti R f A hit t (JRA)Justice Reference Architecture (JRA)

• An Interoperability Strategy
The Global JRA Specification is intended to be a technical implementation 
architecture that addresses the full range of information sharing use cases, and 
provides a comprehensive blueprint for implementing interoperable data 
sharing services and capabilities. Global believes that this dynamicsharing services and capabilities. Global believes that this dynamic 
interoperability strategy will help to prevent incompatibilities, guide vendors and 
organizations on how to fit components together, and facilitate communication and 
interoperability between disparate communities. 

• Mission: To enhance justice and public safety through a service-oriented 
approach to information sharing We accomplish this mission by providingapproach to information sharing. We accomplish this mission by providing 
a reference architecture with guidance for identifying, defining, implementing, and 
governing services.

Vision: Global JRA and related documents will be the definitive source for justice 
and public safety agencies for guidance on implementing a service-orientedand public safety agencies for guidance on implementing a service-oriented 
approach to information sharing.

Target Audience: The target audience for the reference architecture and guidance 
is any group or set of justice partners that want to share information and agree to 
implement common business rules and infrastructure requirementsimplement common business rules and infrastructure requirements. 



Security: 
Global Federated Identity and 

Privilege Management (GFIPM)

• Achieving information sharing objectives requires that partners establish wide-scale 
electronic trust among the caretakers of critical information and those who need and are 
authorized to use that information. The information is sensitive-inappropriate sharing is just as 
dangerous as lack of sharing. That is where a new and rapidly maturing technology called 
federated identity comes in. Federated identity allows a user's roles, rights, and privileges to be 
communicated securely in the justice community and in particular to those who hold thecommunicated securely in the justice community and, in particular, to those who hold the 
information required to effectively safeguard our nation.

The Global Federated Identity and Privilege Management (GFIPM) framework provides the 
justice community and partner organizations with a standards-based approach for 
implementing federated identity. The concept of globally understood metadata across federation 

t i ti l t GFIPM i t bilit J t E t ibl M k Lsystems is essential to GFIPM interoperability. Just as a common Extensible Markup Language 
(XML) data model was the key to data interoperability, a standard set of XML elements and 
attributes about a federation user's identities, privileges, and authentication can be universally 
communicated. The GFIPM metadata and framework support the following three major 
interoperability areas of security in the federation:

Identification/Authentication-Who is the end user and how did they authenticate?
Privilege Management-What certifications, clearances, job functions, local privileges, and 
organizational affiliations are associated with the end user that can serve as the basis for 
authorization decisions?
Audit-What information is needed or required for the purposes of auditing systems systems accessAudit What information is needed or required for the purposes of auditing systems, systems access 
and use, and legal compliance of data practices?



National Effort (FBI): N-DEx( )

• N-DEx is a criminal justice information sharing system that will provide 
nationwide connectivity to disparate local, state, tribal, and federal 
systems for the exchange of information. N-DEx will provide law 
enforcement agencies with a powerful new investigative tool to search, link, 

l d h i f ti (f l i id t d t )analyze, and share information (for example, incident and case reports) on 
a national basis to a degree never before possible. N-DEx will primarily 
benefit local law enforcement in their role as the first line of defense against 
crime and terrorism.

• Through N DEx’s proposed services and capabilities N DEx will allow• Through N-DEx s proposed services and capabilities, N-DEx will allow 
participating agencies to detect relationships between people, places, 
things and crime characteristics; to link information across 
jurisdictions; and to “connect the dots” between apparently unrelated 
data without causing information overload. This capability will occur g p y
primarily in the realm of structured data but can also include unstructured 
data. In addition, N-DEx will provide contact information and collaboration 
tools for law enforcement agencies that are working on cases of mutual 
interest.
Al h h l f ill b h i f f N DE f• Although law enforcement will be the primary focus of N-DEx, future 
iterations will incorporate the full criminal justice community. The ultimate 
goal is to transform all criminal justice data into knowledge for the entire 
justice community. 



Federal Guidance and
NIEM Conformance

• “
• To support public safety and justice information sharing, OJP requires the 

grantee to use the National Information Exchange Model specifications 
and guidelines for this particular grant ”and guidelines for this particular grant.

– United States Department of Justice Grant Office of Justice Programs 
(OJP)

“NIEM li i d t i t f th F d l E• “NIEM compliance is a mandatory requirement for the Federal Emergency 
Management Agency’s National Preparedness Directorate (FEMA/NPD) 
grant recipients and mandated by the Department of Homeland Security. 
Failure to comply with the NIEM may adversely affect recommendationsFailure to comply with the NIEM may adversely affect recommendations 
for awards.”
‐ United States Department of Homeland Security

RESOURCE: NIEM Conformance for RFPs, IJIS Institute, 
10/2009



Cyber SecurityCyber Security

• State of Indiana Cyber Security FrameworkState of Indiana Cyber Security Framework
– Indiana Office of Technology (IOT)
– Indiana Department of Homeland Security (IDHS)
– Indiana Department of Transportation (INDOT)p p ( )
– Indiana Bureau of Motor Vehicles (BMV)
– Indiana Prosecuting Attorneys Council (IPAC)
– Indiana Criminal Justice Institute (ICJI)
– Indiana Department of Correction (IDOC)
– Integrated Public Safety Commission (IPSC)
– Indiana State Department of Health (ISDH)

Indiana Judicial Technology and Automation Committee (JTAC)– Indiana Judicial Technology and Automation Committee (JTAC)
– Indiana Utility Regulatory Commission (IURC)
– Indiana State Police (ISP)



Cyber SecurityCyber Security

• For the agencies listed above, cyber security 
workshops were conducted to gather p g
requirements utilizing a high-level risk 
assessment process with the agencies that 

id d th i “ i t ” h li iprovided their “requirements” such as policies, 
regulations, and standards.  
Th C b S it F k t i t• The Cyber Security Framework contains separate 
requirements totalling over 4300 individual 
requirements that have been rationalized downrequirements that have been rationalized down 
into 380 integrated requirements. 



Cyber SecurityCyber Security

• Current Framework and Strategy Implementation
– Governance, Risk, and Compliance (GRC Tool)

O P ITG f ilit t i k d li t• OpenPages ITG facilitates risk and compliance management 
by aligning IT policy, risk and operations management with 
corporate business initiatives, strategy and operational 
standards.

• Agency Self Assessment – Provides agencies throughout 
Indiana with the tools necessary to conduct a thorough self 
assessment using all necessary federal and state mandates 
necessary given the datanecessary given the data.  

• Statewide Reporting – OpenPages ITG will provide 
unprecedented reporting capability for Indiana which will 
guide resource allocation and policy development.guide resource allocation and policy development.




