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1. Introduction and Problem Overview
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Doculabs is a small business consulting firm providing services to help organization digitize,
optimize, and automate their processes, documents and records. Doculabs offers consulting
services to support initiatives for moving to paperless, moving to electronic health records, and
streamlining and optimizing processes. Our services help lower costs and increase transparency,
while improving inter-agency and inter-departmental communications.

Our engagements focus on helping clients leverage their existing ECM investments on a broader
enterprise basis through objective analysis and in-depth market knowledge.

This approach is based on our fundamental belief that in order to protect a client’s long-term
interest, technology advisors should not be implementers.

Quick Facts

e Founded in 1993

e Headquartered in Chicago

e Privately held

e Delivered more than 900 ECM engagements to
more than 500 customers
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State of Michigan Compliance Issues

1. Lack of knowledge about records schedules
2. Cost of Litigation

3. Employees given PCs with no education on
creating, organizing, and preserving records

4. Email Management
. FOIA and Discovery (e-discovery or ED)
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The majority of state and local governments are unprepared for the
challenges of FOIA requests and discovery

Many government organizations are finding FOIA and other forms of public
record requests increasing at a rate of up to 50% annually

FOIA and public record requests are also increasing in their scope, i.e. broader
range of topics and wider range of record types (paper forms, email, Word
documents, blueprints, etc.)

The areas handling FOIA and public record requests are typically understaffed
with little hope of expansion in the current budget climate

Few states have fully implemented state-wide email archiving solutions and
even fewer have implemented email and record management solutions
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Lack of preparedness sets an organization up for uncertainty in potential
discovery and settlement costs

Main discovery principles of the Federal Rules of Civil Procedure (FRCP) does apply to
Michigan

Courts and regulators may impose various sanctions against an

organization for the mishandling of electronic records or for insufficient ED
efforts

o Other party’s attorneys fees and costs
» Adverse Inference instruction to the jury: “Since Company can’t find XYZ

document, you may assume that whatever it said did not support Company’s
position.”

« Factual Finding: “Since Company can't find XYZ document, the Court finds
that the document never existed.”

o Default Judgment: “Since Company can't find XYZ document, the Court will
find that the Plaintiffs’ allegations against Company are true. The only
remaining issue for the jury is to compute damages.”

And the “court of public opinion” and the press is even less forgiving!
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“Discovery alone is estimated to comprise 80 percent of the cost of a fully
litigated case.”

— Breaking the Litigation Habit: Economic Incentives for Legal Reform [Internet]. Published by the Committee for Economic Development. First
Printed:2000. [1/08/09].

“Managing the discovery process with electronic discovery technologies and
processes is one of the best ways to decrease costs and increase efficiencies in
litigation management.”

— Keeping Up with the Ever Growing Demands of In-House Practice [Internet]. Published by the Metropolitan Corporate Counsel Magazine (September
2005). [1/08/09].

“Although thorough records management and regulatory compliance is
expensive, the cost of failing to do so is even higher.”

— Ready to Work Smarter? Improve Compliance, Streamline E-Discovery and Lower Costs? Synergy Makes All the Difference. [Internet]. Published by
The Metropolitan Corporate Counsel. www.metrocorpcounsel.com/current.php?artType=view &EntryNo=4940 [1/08/09].
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The E-Discovery Process

Electronic Discovery Reference Model
www.edrm.net
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The Discovery Funnel
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Common ED and RM Approaches

e Too Narrow

— Only declared records are “in
scope” for records
management

Likely Y
Discoverable

Information De .a e

Other Business-related
Information (OBRI)

Electronically
Stored Information
(ESI)
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Common ED and RM Approaches

e Too Wide

— All ESl is declared a record and
therefore “in scope” for
Likes records management

Discoverable

. De‘.’"’s — Creates serious problems
— High costs

— Operational challenges

— Close to impossible to live up
Electronically to in practice

Stored Information
(ESI)

Other Business-related
Information (OBRI)
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A Best Practice
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Tiered Approach
Different types of ESI are
handled differently

1.Keep as records
2.Redefine as records

3.Keep as non-records but move to rigorous
ECM/RM system

4.Keep as non-records but manage in specialist
system (e.g. EMM, DAM)

5.Keep as non-records but manage in
collaborative DM

6.Keep on (better managed) share Drives

7.Don't worry about them—they aren't worth
it—keep or dispose according to general rules
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2. Elements of a Compliance Program for State and
Local Government
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Elements of the Compliance Program
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Overall Program Strategy

Includes comprehensive Program framework with necessary conditions

for Program success.

— The components are Governance and Operations, Information Organization, Process
Design and Implementation, Architecture and Technology, and Change Management

Includes both the Compliance strategy to be fulfilled (the what) and
specific operational and technical activities and tasks to execute the

strategy (the how).

Includes Legal, Records Management, State Archive, IT Shared Services
Group, and Department Management in the Program strategy
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Governance and Operations

Includes the organizational structure for both Program governance and
operations
Steering Committee and Center of Excellence
Roles of Legal, IT Shared Services Group, Records Management, and the departments
Roles of unit coordinators
Roles of all employees

Includes integration and coordination between Records Management
organization structure and those for ECM and related Programs and structures.

Includes the “rules” of the Program — the policies, procedures, and guidelines.
1. A structured, modular set of “rules” are essential for the Compliance Program to be successful.
2. All such rules must be easy to modify and maintain.
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Information Organization

The ESI Repository Inventory

Document Document Type Detail Ease of Locating | Ease of Classifying Risk and

Includes the taxonomy and
methodology Type the D%t;;ment the Document Type D\éilﬁrig;t

Type for the
Organization

FaCI|ItatES ESl d |Scove ry a nd ma nagement The name of Format |Key Index |Repository Retention Record or Score (on a Score (on arelative  Score (on a

the document Type Fields Name Schedule |Non- relative scale) of scale) of how easy or [relative scale)
type (some of (Image, Record? how easy or hard ithard it is to classify the |of the level of

Stream“nes sat'SfY|ng FOIA and pUb“C whichmay  Word is to locate the information. risk and value

already be document documenttype. Documents of a given the document

reco rd requests defined in , Documentsthat documenttype are type

MRRP) transactio are part of a easier to classify when |represents to
nal structured process tthey are similar to each the

HEIpS dEVEIOpment and malnte nance Of dataset) and are indexed  other and have few  organization

are generally easy iindex fields (or both). (with High,

effectlve Records Retent|0n Plan to locate, while  Documents are harder Medium, and

those that are ad  to classify when Low
hoc are more documents of the same assignments of

Critical to identify high-risk records within difficultto location. ftype are very different |Risk and Value

from each other, or for each

state de partments ?Oar"gomny LD fy‘:)f_j;_me”t
The Records Retention Plan should be
based (when possible) on the
taxonomy (above) and the ESI-
Repository Map (below).

Includes the ESI-Repository Map
development and maintenance.
— Identifies where the instances of the - - -
taxonomy types are located, and

recommends what the organization should
do with them
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Architecture and Technology

Develop a strategic architecture for Compliance, and (where relevant) integrate
and coordinate that architecture with those for broader ECM.

— This is necessary to ensure that Compliance becomes entrenched in IT strategy and is able to
leverage the state’s technical resources and technologies.

— Should be a key component in the State and Local Government’s shared services strategy
Determine the most appropriate capabilities, products, and vendors for each
relevant stage of the Compliance roadmap.

— Such capabilities typically best come from a (small and consolidated!) mix of technologies from
email management, records management, ED, ECM, and infrastructure products.
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Reference Architecture for RM
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Reference Architecture for E-discovery

Electronic Discovery Reference Model
www.edrm.net
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Process Design and Implementation

Processes for Discovery, for FOIA request processing, and for ESI types with
particular requirements

Evaluate your Discovery Process against the industry standard EDRM (Electronic
Discovery Reference Model — see EDRM.org).

— The EDRM includes the following stages: Identification, Collection, Preservation, Processing,
Review, Analysis, Production, and Presentation.

The Information and Records Lifecycle Management Process defines the
upstream and downstream ESI lifecycle stages

— It includes: Ingestion, Indexing (Declaration and Classification), Access and Distribution, Retention,
and Disposition.

Design discovery and FOIA request processes for ESI with special requirements
— E.g., email, transaction data, IMs, externally created information
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Change Management

Socialize the Compliance Program and “rules”, and ensure that the
policies continue to be effectively followed in practice.
The goal is to achieve high employee participation with high quality of participation.

Prioritize the high frequency, high risk, high value areas and focus communications
and training on them -- while not neglecting the other areas.

Then ratchet up participation and quality as the program develops
Training should be targeted to the needs of the particular department
(e.g. an administrative vs. social services vs. health services vs.
transportation departments)

Training should also differentiate between types of ED participants,
including consumers, contributors, and coordinators —and subtypes
within each of those categories.
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3. Next Steps and Questions
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Next Steps

1. What are your Compliance needs?

— FOIA, Regulatory Compliance (e.g. HIPAA), (internal or external) litigation, (internal or
external) audit?

— How does/should FOIA processing and discovery fit with RM and ECM?

2. Do an ESI and Repository Inventory
3. Tackle Email Management First
4. Automate the FOIA Process

Additional Resources Available from Doculabs:

* This Presentation

» Doculabs Whitepaper - Managing Information for Compliance

» Doculabs Whitepaper — Shared Services for eGovernment

» AlIM/Doculabs Maturity Assessment — Compliance and eDiscovery Readiness
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Thank You

Contact: Bill Chambers
312.881.1645
bchambers@doculabs.com




