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Data Breach - The escalation of a serious threat

FINANCIAL TIMES Herald sdmEribune

“DuPont scientist downloaded The FSA has fined Nationwide

22,000 sensitive documentg as £980.000 for a stolen laptop
he got ready to take a job with a

THE WALL STREET JOURNAL.
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“ChoicePoint to pay $15 million
over data breach—Data broker
sold information on 163,000

“TJIX’s $1 billion
data breach”

In January 2008,
a USB memory stick containing classified NATO
information was found in a library in Stockholm.

Content ?

Information on NATO'’s peace keeping force in Afghanistan
Intelligence report on the attempted assassination of Lebanon’s defense minister
Intelligence report on the murder of Sri-Lanka’s foreign minister




Information - The new age currency

Data Breach 2.0

The price of a credit card

$100
Social Security
Driver's —
PayPal account ' _ license
logon & password

$2-$10
Credit card number

2~ $50-$100

Birth certificate :
ta

$200-$300
with PIN

Data Breach - The escalation of a serious threat

400 Million

’ 300 Million

380 Million Over 250 privacy laws

F ﬁ g mandate Data Protection
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Data Loss
A serious business threat
2.1 Billion —

“ChaicePointopay $15
milon overdatabreach—

... devices used by enterprises

“DuPontscenst
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Increasing Regulatory Pressure

€2208 Googe - ey sets 83008 Eursse Tecrmooges

Source: Google Maps International Crypto Law

Nevada In Detai

Source: Google Maps International Crypto Law.




Nevada NRS 597.970 / NRS 205.4742

New York 899-aa (General Business Law)

Breach of the security of the system" shall mean unauthorized acquisition or acquisition without valid authorization of
computerized data that compromises the security, confidentiality, or integrity of personal information maintained by a business.
Good faith acquisition of personal information by an employee or agent of the business for the purposes of the business is not a
breach of the security of the system, provided that the private information is not used or subject to unauthorized disclosure.

In determining whether information has been acquired, or is reasonably believed to have been acquired, by an unauthorized
person or a person without valid authorization, such business may consider the following factors, among others:
(1) indications that the information is in the physical possessionand control of an unauthorized person, such as a lost or stolen computer or other
device containing information; or
(2) indications that the information has been downloaded or copied; or
(3) indications that the information was used by an unauthorized person, such as fraudulent accounts opened or instances of identity theft reported

(a) whenever the attorney general shall believe ... that there is a violation ... bring an ...to enjoin and
restrain the continuation of such violation. In such action, preliminary relief may be .. may award
damages for actual costs or losses incurred by a person... impose a civil penalty of the greater of five
thousand dollars or up to ten dollars per instance of failed notification, ... (b) the remedies provided by
this section shall be in addition to any other lawful remedy available.

Next door, different laws...

Toranto
jromo 100 g -
Pennsylvania Breach of Personal Information
Notification Act

Source: Google Maps International Crypto Law.




Incidents by Vector for 2009

Incidents by Vector - Current Year

Source: DataLossDB.org

Incidents by Breach Type for 2009

Incidents by Breach Type - Current Year

Source: DataLossDB.org




Data Breach - The escalation of a serious threat

Data Security is incident driven ...

Insider steal information ?

Data Security is complex !
“Where do I begin ?”




Data Breach - The escalation of a serious threat

Securing your information can be done ...

... in a matter of weeks — not years or months

2-10 weeks to value




The path to protecting your vital information

Understand
the Risk

Mobile
employees
.s‘; - ' ** Remote

»> * employees

Hackers
— B Business
.| partners
v

Suppliers
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i . ustomers
ompetitors

Security MUST be “data centric”

The path to protecting your vital information

Understand

the Risk
Data at REST Datain MOTION Data in USE

Desktops eMail USB Sticks
Notebooks Webmail

File Shares
Docu Mgmt Sys File Sharing Printouts

\ 4 $ 4




The path to protecting your vital information

Understand
the Risk Data Protection needs to be tightly woven into the
business
= Sensitive and confidential information can be lost anywhere
= The threat comes from the inside AND the outside

Technologyis NOT the hard part

= Aligning the business stakeholder is key
= Raise the awareness level for the threat

Data protection is not a static decision
= Information is constantly changing & travelling
= Partners are changing, so solutions need to evolve

The path to protecting your vital information

0 Challenge!

Understand . . ) )
the Risk = Laptop is lost / stolen! What information was on it?

= Non encrypted data is always considered “stolen” or “exposed”
9 = Data privacy laws / regulatory compliance / corp. governance

Fix
Data Encryption
How to fix the problem ?

1. Deploy hard drive encryption on all laptops & desktops
2. Monitor your inventory / run audit reports




Sense of Realism

A CRYPTO NERD'S
IMAGINATION

HIS LAFTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
CLOSTER To CRACK \T-

NO GooD! TS
U046 -BIT Rsm

EUIL PLHN
15 FOLED! ™

WHAT WoLLD
ACTUALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH
THIS §5 WRENCH UNTIL
HE TEUS U5 THE PASSWORD.

Gor 1T,

The path to protecting your vital information

Understand
the Risk

Fix

_ ePO Console
Data Encryption

’

Single Agent
Single Console

5

)
K
K

|

* Pre-boot authentication

* Entire device is encrypted

e [nvisible to end-user

10



The path to protecting your vital information

Understand
the Risk

Fix
Data Encryption

Challenge!

= Laptop is lost / stolen! What information was on it?
= If data was encrypted then it is not considered compromised
= Data privacy laws / regulatory compliance / corp. governance

How to fix the problem ?

1. Deploy hard drive encryption on all laptops & PCs
2. Monitor your inventory / run audit reports

Time ?

= Planning / design / policy:  1-3 weeks
= Deployment: 2-4 weeks

The path to protecting your vital information

Understand
the Risk

Fix
Data Encryption

Manage
Removable Media

Challenge!

= Information is transferred IN and OUT
= Can be bought anyadere for $20

Encrypted USB sticks

Install PORT CONTROL software

Set policy to use only encrypted USB sticks - or-
set policy to encrypt data when transferred
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The path to protecting your vital information

Understand
the Risk

Fix
Data Encryption

Manage
Removable Media

’

Single Agent
Single Console

The path to protecting your vital information

0 Challenge!

Unders_tand
the Risk = Data is transferred IN and OUT

e = Can be bought anywhere for $20

Fix
Data Encryption How to fix the problem ?
e 1. Use encrypted USB sticks
Manage 2. Install DEVICE CONTROL software
Removable Media 3. Set poalicy to use only encrypt USB sticks - or -
set policy to encrypt data when transferred

Time?

= Encrypted USB sticks: Time to write a purchase order
= Device Control Software: 1-3 weeks

= Set policy for encryption: 1 week




The path to protecting your vital information

Understand
the Risk

Fix
Data Encryption

Manage
Removable Media

Identify
Confidential Data

Executive directive ...

Simple to say, but ...

= Data is everywhere ...
= The office is anywhere ...
= The people travel everywhere ...
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The path to protecting your vital information

o . Focus onrisk drivers specific to your organization
Understand =  Compliance, Intellectual Property (IP)
the Risk =  Business or legal information, staff related information
(2 =
Fix )
Data Encryption
. Define most critical vectors
e = Data at Rest, Data in Motion, Data in Use

Manage =  Focus on data that travels
Removable Media

° . Determine the functional stakeholders’ needs
Identify = i - i
Confidential Data Inte_rwew s_.takeholders, |.g. legal, HR, compliance, ...
=  Define their needs & requirements

Bl 2

The path to protecting your vital information

o Three criteriafor a successful DLP deployment

Understand
the Risk

e Know what information to protect
Fix
Data Encryption

e Ability to identify Data Leakage

Manage
Removable Media

e Time for deployment

Identify
Confidential Data

Deploy
Data Loss
Prevention

14



The path to protecting your vital information

DLP Essentials

Understand
the Risk

Discover

Fix
Data Encryption

Monitor
Manage
Removable Media

Identify Prevent
Confidential Data

Deploy
Data Loss
Prevention

The path to protecting your vital information

o DLP Essentials

Understand

the Risk « Find data

Discover * Index data
e » Who has access?

Fix
Data Encryption

e Monitor

Manage
Removable Media

Identify Prevent
Confidential Data

Deploy
Data Loss
Prevention

R

Create
DLP Index

similar to

indexing
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The path to protecting your vital information

Understand
the Risk

Fix
Data Encryption

Manage
Removable Media

Identify
Confidential Data

Deploy
Data Loss
Prevention

DLP Essentials

Discover

Monitor

Prevent

Find data —‘]

Index data

Who has access? Create
DLP Index

Monitor data flow
Monitor data use

The path to protecting your vital information

Understand
the Risk

Fix
Data Encryption

Manage
Removable Media

Identify
Confidential Data

Deploy
Data Loss
Prevention

DLP Essentials

Discover

Monitor

Prevent

Find data

Index data l

Who has access? Create
DLP Index

—
-_—

) > ——

Monitor data flow '

Monitor data use similar to

indexing

Set policies
Prevent data leakage
Establish forensic trace
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The path to protecting your vital information

Data Security

100%

80%

Understand Fix
THE RISK DATA

ENCRYPTION

Manage Deploy
REMOVABLE DATA LOSS
MEDIA PREVENTION

Independently confirmed as the Leader in DP

2009 Gartner Magic Quadrant

Check Point Softw u%l\m jogies

Sophos
GuardianEdge Techn
| *pGP
WinMagic « |

Novell

Cradant Technologies

Sybase iAnywhere
t
BitArmor | » Mobile Armor

As of August 2000
i ner (Augu:

2008 Forrester Wave for DLP

Risky Strong
Bets Contenders performers

Trond Micro (.«
Code Green Networks

Infowatch (+ McAfee | «

Market presence
=
* | Full vendor partiipation

» ) Incomplate vendor participation

Leaders
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McAfee - Guarding Against Data Loss

McAfee’s Over
$0.7 Billion . 6000 customers

investment on over 10mill PC’s
Endpoint Device

Encryption Control

Datallloss Encrypted
Prevention

Standard in over In over
40 Governments 70 countries

_{ SECUKIY, 7

Jia\ ';\, v‘? ! . t‘ »
VG ) ."v' 111

18



19



