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INTRODUCTION 

Windows Server 2008 R2 offers a number of exciting new features, including 
an expanded Server Core offering, new Active Directory features, and – of 
special interest to anyone who has ever wished Active Directory had an 
“undo” button – a sort of recycle bin for Active Directory objects.  

Wait – a recycle bin? Does that mean no more rebooting a domain controller 
into Recovery Mode, and no more need for the many third-party utilities out 
there that used to provide this type of online, single-object recovery?  

Not exactly. 
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BACKGROUND: WHEN DELETED DOESN’T 

MEAN DELETED 

As you may know, deleted objects in Active Directory aren’t deleted 
immediately. Instead, they’re marked with a “tombstone” flag, which is 
replicated to all domain controllers in the domain. Tombstoned objects, as 
they’re called, continue to hang around in the directory for some time – 180 
days in the most recent versions of Active Directory. Although they can’t be 
used to log on or for any other purposes, keeping the objects around in this 
tombstoned condition helps ensure that every domain controller knows about 
the deletion. 

Some recycle bin-like tools of the past simply take advantage of the 
situation, giving you a graphical user interface for seeing tombstoned 
objects, and enabling you to remove the tombstone flag (and replicate that 
change), bringing the object back to life – reanimating it, to stick with the 
graveyard terminology. Some third-party recovery tools, especially 
shareware, provide no other functionality. , If you’re comfortable using 
ADSIEdit or other free, low-level tools (or scripts you write yourself) you  
can change the tombstone attributes yourself. 

There’s a downside, though: When an object is deleted, Active Directory 
removes most of its attributes at the same time it applies the tombstone 
flag. So simply reanimating an object often isn’t simple at all. You may  
also need to repopulate the majority of its attributes to make it fully-
functional again. 
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WELCOME, WINDOWS SERVER 2008 R2 

RECYCLE BIN 

Windows Server 2008 R2 makes one important change to the deleting 
process: It places deleted objects into a “deleted” state where their 
attributes are left intact. This means that reanimating a deleted object, by 
flipping the tombstone flag, is easier, because the object is preserved in its 
original form. After the Deleted Object lifetime (180 days by default), the 
object is “recycled,” its attributes are stripped, and the object can no longer 
be reanimated.  

Not Like the Windows Explorer Recycle Bin 
Unfortunately, Windows Server 2008 R2 will not provide an actual recycle bin 
in the form of an icon or container that you can use to easily access deleted 
objects. Deleted objects will still be essentially inaccessible from most native 
Active Directory management tools, and you’ll need to use low-level directory 
editors, scripting, or other complex means to reanimate objects from their 
“deleted” state.  

 
Using the Recycle Bin PowerShell cmdlets in Windows Server 2008 R2 to retrieve  
a list of recently deleted computer objects. 

Upgrades Required 
Also, this new “deleted” state depends on changes made to Active Directory 
in Windows Server 2008 R2 – meaning you can’t leverage this new feature 
until every domain controller has been upgraded to this new version of 
Windows. You also have to upgrade every domain in your environment to the 
Windows Server 2008 R2 functional level, and upgrade your forest to the 



 

 
7 

 

Windows Server 2008 R2 functional level. That’s a serious commitment for 
most organizations, requiring planning, new software licenses, and a 
significant amount of effort in order to reduce the risk of outages in a 
production environment.  

Caution: One-Way Road Ahead 
But wait, there’s more to do: Once your domain controllers, domains, and 
forests are upgraded, you have to manually enable the Active Directory 
Recycle Bin functionality in Active Directory. Once you’ve done that, you can 
start writing scripts that actually let you recover deleted objects with their 
attributes intact. Oh, and once the Active Directory Recycle Bin functionality 
is turned on, you can’t turn it off. So before enabling it, make absolutely 
certain that this new feature won’t be in violation of any internal security 
rules, legislative security requirements, or industry security requirements. 
For example, in many European countries, it’s illegal to retain personally 
identifiable information (PII) in certain circumstances; enabling the Active 
Directory Recycle Bin may unacceptably retain PII without you realizing it, 
since object attributes aren’t deleted.  
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THIRD-PARTY ACTIVE DIRECTORY RECOVERY 

TOOLS 

Third-party recovery tools, such as Quest Recovery Manager for Active 
Directory, work a bit differently. They typically work by making actual 
backups of the directory database, rather than requiring deleted information 
to clutter up the production database. A recovery operation might start with 
a comparison, which allows you to compare the current state of the directory 
to any past backup, automating the process of finding missing objects 
(there’s nothing more embarrassing than restoring most of an organizational 
unit, but somehow overlooking the users who will complain the loudest that 
they still can’t get back to work). 

What About Changes? 
In fact, deleting isn’t the only reason you might need to initiate a recovery 
process: Changes to objects’ attributes often cause more problems, and  
the Windows Server 2008 Active Directory Recycle Bin can’t help you roll 
back changes. The right recovery tool can because it relies on actual data 
backups. This means you can quickly and easily identify changes at an 
attribute level, and restore any attributes which were improperly changed – 
on a single object, or on dozens – without taking any domain controllers 
offline. 

 
Recovery Manager for Active Directory can restore individual attributes, such as account 
settings, group memberships and binary attributes, even when the object itself has not been 
deleted. This enables administrators to restore only the required attributes without affecting 
other attributes. 
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Recovering Multiple Objects or a Hierarchy? 
If a deletion does occur, tools like Recovery Manager for Active Directory can 
make restoration much faster. With the R2 Active Directory Recycle Bin, 
you’ll have to manually hunt down every deleted object: Leaf objects like 
users, but also parent objects like organizational units (OU), child OUs, and 
more. Recovery Manager makes it all a one-click operation, restoring the 
highest-level OU and, if you want, all the child OUs, users, computers, 
printers, contacts, and so forth. You can literally restore hundreds of objects 
in moments; with the Active Directory Recycle Bin you’ll be tracking objects 
down (you do know their full Distinguished Names, right?) and writing scripts 
to restore them, one at a time, for quite some time. 

What About Group Policy Objects? 
The new Active Directory Recycle Bin functionality only works on objects that 
actually live in Active Directory – and that doesn’t include those mission-
critical Group Policy objects (GPOs), which live on disk. How fun is it to 
manually re-create an accidentally deleted – or accidentally changed – GPO? 
Recovery Manager recognizes that GPOs are important, integral parts of 
Active Directory, and includes them in its backups for easy recovery in  
just minutes.  

Worried About Your Forest? 
The new Active Directory Recycle Bin feature depends on Active Directory 
actually being operational. If something goes wrong with your entire forest, 
you may not even have a functional directory to work with – and even if you 
do, manually recovering an entire forest is a tricky task. Recovery Manager 
for Active Directory Forest Edition supports complete recovery of Active 
Directory, including the recovery of an entire forest and every domain within 
it. This is true disaster recovery.  
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CONCLUSION: THE NEW ACTIVE DIRECTORY 

RECYCLE BIN VS. THIRD-PARTY RECOVERY 

TOOLS 

It’s fantastic that Microsoft is continuing to recognize the operational needs 
of its customers by providing the new Active Directory Recycle Bin 
functionality in Active Directory. If your organization’s security policies make 
it possible to permanently enable this feature, then you’ll have the ability to 
recover objects and all of their attributes after accidental deletion – assuming 
you can write the necessary scripts, or use low-level editing commands, to 
actually perform the recovery. 

That’s why third-party Active Directory recovery tools, like Quest Recovery 
Manager for Active Directory and the Forest Edition, will continue to have a 
strong life with Windows Server 2008 R2 and beyond: 

• You get a convenient, easy-to-use graphical user interface to initiate 
recovery operations 

• You can roll back changes, not just deletions 

• You can recover a single object, dozens, or an entire hierarchy of 
hundreds of objects in just minutes 

• You can compare the current directory state to any past directory 
backup to spot changes and deletions quickly and easily 

• GPOs are also protected, helping provide a more complete disaster 
recovery solution 

• Even entire domains and forests can be recovered, ensuring that your 
organization is fully covered in the event of a disaster 
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