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INTRODUCTION

Windows Server 2008 R2 offers a number of exciting new features, including
an expanded Server Core offering, new Active Directory features, and — of
special interest to anyone who has ever wished Active Directory had an
“undo” button — a sort of recycle bin for Active Directory objects.

Wait — a recycle bin? Does that mean no more rebooting a domain controller
into Recovery Mode, and no more need for the many third-party utilities out
there that used to provide this type of online, single-object recovery?

Not exactly.
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BACKGROUND: WHEN DELETED DOESN’T
MEAN DELETED

As you may know, deleted objects in Active Directory aren’t deleted
immediately. Instead, they're marked with a “tombstone” flag, which is
replicated to all domain controllers in the domain. Tombstoned objects, as
they’re called, continue to hang around in the directory for some time — 180
days in the most recent versions of Active Directory. Although they can’t be
used to log on or for any other purposes, keeping the objects around in this
tombstoned condition helps ensure that every domain controller knows about
the deletion.

Some recycle bin-like tools of the past simply take advantage of the
situation, giving you a graphical user interface for seeing tombstoned
objects, and enabling you to remove the tombstone flag (and replicate that
change), bringing the object back to life — reanimating it, to stick with the
graveyard terminology. Some third-party recovery tools, especially
shareware, provide no other functionality. , If you’'re comfortable using
ADSIEdit or other free, low-level tools (or scripts you write yourself) you
can change the tombstone attributes yourself.

There’s a downside, though: When an object is deleted, Active Directory
removes most of its attributes at the same time it applies the tombstone
flag. So simply reanimating an object often isn’t simple at all. You may
also need to repopulate the majority of its attributes to make it fully-
functional again.
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WELCOME, WINDOWS SERVER 2008 R2
RECYCLE BIN

Windows Server 2008 R2 makes one important change to the deleting
process: It places deleted objects into a “deleted” state where their
attributes are left intact. This means that reanimating a deleted object, by
flipping the tombstone flag, is easier, because the object is preserved in its
original form. After the Deleted Object lifetime (180 days by default), the
object is “recycled,” its attributes are stripped, and the object can no longer
be reanimated.

Not Like the Windows Explorer Recycle Bin

Unfortunately, Windows Server 2008 R2 will not provide an actual recycle bin
in the form of an icon or container that you can use to easily access deleted
objects. Deleted objects will still be essentially inaccessible from most native
Active Directory management tools, and you’ll need to use low-level directory
editors, scripting, or other complex means to reanimate objects from their
“deleted” state.

%] Administrator: Active Directory Module for Windows PowerShell

o>
Dl) %$changeDate = New-Object DateTime(2089. B85, 21. @8, 6@, 88>

ory Get—ADObject —Filter CwhenChanged —gt $changeDate —and isDelsted —eq §tvus -and isRecycled -—ne
-eq “computer”? —IncludeDeletedObjects —Properties lastKnounParent

: True
DictinguishedNans : CH-UKS182344\ADEL:U33E7910-b136-4dad-ad?4-55ade7576eu5 , CHeDeleted Objects, DC=acne, DC=con
LastKnounParent  : Computers, DC=acme ., DC=c:
Name HET

DEL 1833 7916-h136-4dad-ad?4-S5ade V56085
ObjectClass : compu
ObjectGUID D B33P95TE 1136 4da4-ad94-55ade7596085

De leted :
DistinguishedName : CHAFANL#S 401 \@RDEL : 67360 1db deal 4c51 91£5 183bdB3£569c, CN=Deleted Objects,DC=acme,DC=com
LastHnounPapent  : OU=Manufactuwring“BADEL:3566d844-adf 2-4835-adc?-ee383742a8ck . CN=Deleted Objects,DC=acme,DC=com
ame : MANi|

DEL:e?36c1db—4eal—4c51-91F5-183bdB3E569c
ObjectClass : computer
ObjectGUID : e?36cidb—4eal-4c51-91F5-183hdB3£569c

De leted :
DistinguishedName : CHAFANLHG 732 RDEL: £ 30766 b7 6860 4bE?ho7a 798be381395b, CN=Deleted Objects,DC=acme,DC=com
LastKnounParent  : OU=Manufacturing“BADEL:356edB44-adf2-4B35—adc7?-ee383742a8cf , CN=Deleted Objects,DC=acme.DC=com
ame : MANi|

DEL:f3e?e6b?-6868—4bf 9-bc7a—798be301395h
ObjectClass : computer
ObjectGUID : f3efebh7?—6866—4bf 9-hc?a—79Bhe3081395h

De leted : True
Distinguisheddame : CN=WKS181346BADEL:34760861-2aad—4d14-bcaB-c16e18h85936,CH=Deleted Objects,DC=acme.DC=com
LastKnounParent  : CH=Computers,DC=acme,DC=com
Name : UHS181346

DEL:34768861-2aad-4d14-bcaB-c16e18h85936
ObjectClass : computer
ObjectGUID : 34768861—2aad-4d14-hcaB-c16e18bB5936

C:\Users\Administrator> Get—ADObject —Filter {distinguishedName —eq "OU=Manufacturing““\BADEL:356ed@44-adf2-4835-adc?-ee
383742aﬂnf CN=Deleted Ohjects,DC=acme.DC=com"} -IncludeDeletedObjects —Properties lastKnownParent

Deleted : True
DistinguishedMame : OU=Manufacturing“BADEL:356edB44-adf2-4835-adc?-ee3B3742a8cf.CN=Deleted Ohjects.DC=acme.DC=com
LastKnounParent : OU=Morth Rmel ica.0U=ACME Users,DC=acme,.DC=com

ame : Manufactur

in
DEL? 35664044 adi2 4035 ado?-ee383742a0ct

ObjectClass : organizationa

ObjectGUID D SR abaATaarE 4BIE adc7 ee3637A2a8CE

PS C:\Users\Administrator>

Using the Recycle Bin PowerShell cmdlets in Windows Server 2008 R2 to retrieve
a list of recently deleted computer objects.

Upgrades Required

Also, this new “deleted” state depends on changes made to Active Directory
in Windows Server 2008 R2 — meaning you can’t leverage this new feature
until every domain controller has been upgraded to this new version of
Windows. You also have to upgrade every domain in your environment to the
Windows Server 2008 R2 functional level, and upgrade your forest to the
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Windows Server 2008 R2 functional level. That’s a serious commitment for
most organizations, requiring planning, new software licenses, and a
significant amount of effort in order to reduce the risk of outages in a
production environment.

Caution: One-Way Road Ahead

But wait, there’s more to do: Once your domain controllers, domains, and
forests are upgraded, you have to manually enable the Active Directory
Recycle Bin functionality in Active Directory. Once you've done that, you can
start writing scripts that actually let you recover deleted objects with their
attributes intact. Oh, and once the Active Directory Recycle Bin functionality
is turned on, you can’t turn it off. So before enabling it, make absolutely
certain that this new feature won’t be in violation of any internal security
rules, legislative security requirements, or industry security requirements.
For example, in many European countries, it’s illegal to retain personally
identifiable information (PIIl) in certain circumstances; enabling the Active
Directory Recycle Bin may unacceptably retain PIl without you realizing it,
since object attributes aren’t deleted.
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THIRD-PARTY ACTIVE DIRECTORY RECOVERY
TooLS

Third-party recovery tools, such as Quest Recovery Manager for Active
Directory, work a bit differently. They typically work by making actual
backups of the directory database, rather than requiring deleted information
to clutter up the production database. A recovery operation might start with
a comparison, which allows you to compare the current state of the directory
to any past backup, automating the process of finding missing objects
(there’s nothing more embarrassing than restoring most of an organizational
unit, but somehow overlooking the users who will complain the loudest that
they still can’t get back to work).

What About Changes?

In fact, deleting isn’t the only reason you might need to initiate a recovery
process: Changes to objects’ attributes often cause more problems, and
the Windows Server 2008 Active Directory Recycle Bin can’t help you roll
back changes. The right recovery tool can because it relies on actual data
backups. This means you can quickly and easily identify changes at an
attribute level, and restore any attributes which were improperly changed —
on a single object, or on dozens — without taking any domain controllers

offline.
% Quest Recovery Manager for Active Directa == ]
File Actio tr—  taE-d.. i - & =
- EEE
EE Y
—— Objects to Be Restored "
@ Recovery M You can select objects to be restored. The list only includes objects whose statein |
El -3 Comput AD differs from that in backup.
@ Allc
B @ Active T Objects Show changed objects only j ded computer accounts
= eE Fore
=] Name il in controllers

*@ [ &8 OU=All Users,DC=a,DC=demo2k8, DC=com
=) gl [REERE TR RPN CUNMIP W] < C=Brad Jennings Attributes

[T £ CN=Steve Gosh.OU=Sales, OU=All Users D(
Il ﬁ CN=Brady Simpson OU=Sales OU=AIl Users Q CN=Brad Jennings,OU=Marketing,OU=All Users,DC=a,DC=demo2ka,Dt
M € CN=Stella Bishop.OU=5ales OU=All Users,C

ol

7 £ CN-Freda Stone, OU=Sales OU=All Users Di Attributes:
Q r CN=Brad Jennings.0Ll=Marketing. OLI=All LI TR | value in Backup | value in Active Directory &
'q_I 3 CN=Samh Innes N I=Mareatinn N1 1=41 |z Account-Expires  <never <nevers
Bad-Passwor... <never: <never=
Properties... Bad-Pwd-Count 0 1]
Code-Page 1] 1]
Country-Code 0 1]
. l = Back Me Description Customer Marketing Customer Marketing
a @ SESSIDH:: Display Name Brad Jennings Brad Jennings
5/28/2008 12:39: 15 PM - All Dom Distinguished ... CMN=Brad Jennings,0OU...  CN=Brad Jennings,OU=M
% 5/25/2008 12:58:04 PM - All Dom E-Mail Address  bjennings@acme.com bjennings @acme.org
First Name Brad Brad

5/28/2008 1:29:46 PM - <Nfa>
Bad‘upg Last Name Jennings Jennings

2 Active Directory Last-Logoff <never: <never=

ADAM I:ﬁl 1 astd aaon <nevers <nevers I _ILI
% M 3

I~ show changed attributes only

| el T Indude atiributes with empty values ]
| A=

Recovery Manager for Active Directory can restore individual attributes, such as account
settings, group memberships and binary attributes, even when the object itself has not been
deleted. This enables administrators to restore only the required attributes without affecting
other attributes.
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Recovering Multiple Objects or a Hierarchy?

If a deletion does occur, tools like Recovery Manager for Active Directory can
make restoration much faster. With the R2 Active Directory Recycle Bin,
you’ll have to manually hunt down every deleted object: Leaf objects like
users, but also parent objects like organizational units (OU), child OUs, and
more. Recovery Manager makes it all a one-click operation, restoring the
highest-level OU and, if you want, all the child OUs, users, computers,
printers, contacts, and so forth. You can literally restore hundreds of objects
in moments; with the Active Directory Recycle Bin you'll be tracking objects
down (you do know their full Distinguished Names, right?) and writing scripts
to restore them, one at a time, for quite some time.

What About Group Policy Objects?

The new Active Directory Recycle Bin functionality only works on objects that
actually live in Active Directory — and that doesn’t include those mission-
critical Group Policy objects (GPOs), which live on disk. How fun is it to
manually re-create an accidentally deleted — or accidentally changed — GPO?
Recovery Manager recognizes that GPOs are important, integral parts of
Active Directory, and includes them in its backups for easy recovery in

just minutes.

Worried About Your Forest?

The new Active Directory Recycle Bin feature depends on Active Directory
actually being operational. If something goes wrong with your entire forest,
you may not even have a functional directory to work with — and even if you
do, manually recovering an entire forest is a tricky task. Recovery Manager
for Active Directory Forest Edition supports complete recovery of Active
Directory, including the recovery of an entire forest and every domain within
it. This is true disaster recovery.
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CONCLUSION: THE NEW ACTIVE DIRECTORY
RECYCLE BIN vS. THIRD-PARTY RECOVERY
TooLS

It's fantastic that Microsoft is continuing to recognize the operational needs
of its customers by providing the new Active Directory Recycle Bin
functionality in Active Directory. If your organization’s security policies make
it possible to permanently enable this feature, then you’ll have the ability to
recover objects and all of their attributes after accidental deletion — assuming
you can write the necessary scripts, or use low-level editing commands, to
actually perform the recovery.

That's why third-party Active Directory recovery tools, like Quest Recovery
Manager for Active Directory and the Forest Edition, will continue to have a
strong life with Windows Server 2008 R2 and beyond:

e You get a convenient, easy-to-use graphical user interface to initiate
recovery operations
e You can roll back changes, not just deletions

e You can recover a single object, dozens, or an entire hierarchy of
hundreds of objects in just minutes

e You can compare the current directory state to any past directory
backup to spot changes and deletions quickly and easily

e GPOs are also protected, helping provide a more complete disaster
recovery solution

¢ Even entire domains and forests can be recovered, ensuring that your
organization is fully covered in the event of a disaster
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Quickly find thousands of solutions (Knowledgebase articles/documents).
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e Seek help from a Support engineer.
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