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About this Guide

e Overview
e Conventions

e About Quest System Center Solutions Group

e About Quest Software, Inc.

Overview

IT professionals can now leverage their preferred tool for monitoring and proactive issue
resolution of Windows and non-Windows systems alike. Quest® Management Xtensions -
Operations Manager 2007 Edition (formerly eXc Software eXctenders) extends the power of
Microsoft System Center Operations Manager 2007 (System Center Operations Manager
2007 or simply OpsMgr) to more than 240 non-Windows operating systems, applications,
network components, storage, security, and mobile devices. In addition, you can now
integrate the QMX alerts into Virtual Machine Manager 2008 (VMM).

This guide is intended for IT administrators who have installed Quest® Management
Xtensions - Operations Manager 2007 Edition (QMX - Operations Manager 2007) and want
to integrate into VMM 2008 in the form of VMM PROTips. By following the instructions
presented in this guide, an IT administrator will be ready to monitor non-Windows systems
and applications from within the Operations Console as well as view VMM PROTips in the
Microsoft System Center Virtual Machine Manager 2008 Console.

Conventions

Quest Software, Inc. products support a number of different implementations of UNIX-like
operating systems. The terms “Unix” or “"non-Windows"” throughout this document is used to
encompass all UNIX and Linux operating systems. (See http://www.quest.com/quest-
management-xtensions-operations-manager/supported-platforms.aspx for a list of all platforms
supported by QMX - Operations Manager 2007.)

Product Name Change

Earlier versions of QMX - Operations Manager 2007 were developed using the terms MOM
and SCOM instead of Microsoft Operations Manager 2007 and System Center Operations
Manager 2007. Thus, you might see these terms in the code or directory paths.

Quest Software, Inc. purchased eXc Software and changed the name of this product from
eXc Software nonWindows MOM eXctenders to Quest® Management Xtensions - Operations
Manager 2007 Edition (QMX - Operations Manager 2007). At that time, Virtual Agents were
re-named, Management Packs. While this guide uses the term Extensions instead of Virtual
Agent, during the transition, you will see the usage of “eXc Software” and “Virtual Agents”
in the user interface and in file directory paths.
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About Quest System Center Solutions Group

With a comprehensive set of solutions that extend the powerful capabilities of the Microsoft
System Center family to heterogeneous environments, Quest Software enables IT
professionals to leverage System Center as the single, end-to-end platform for managing
physical and virtual IT environments across data centers, desktops and devices. For more
information on Quest’s System Center Solutions group, please visit:
http://www.guest.com/system-center/

About Quest Software, Inc.

Quest Software, Inc., a leading enterprise systems management vendor, delivers innovative
products that help organizations get more performance and productivity from their
applications, databases, Windows infrastructure and virtual environments. Quest also
provides customers with client management through its ScriptLogic subsidiary and server
virtualization management through its Vizioncore subsidiary. Through a deep expertise in IT
operations and a continued focus on what works best, Quest helps more than 100,000
customers worldwide meet higher expectations for enterprise IT. Quest’s System Center
solutions enable the Microsoft System Center platform to serve as the comprehensive
systems management platform for organizations managing heterogeneous

environments. Together, an integrated platform improves IT productivity, increases return
on IT investments, and ensures compliance and service levels to help drive business
profitability. Visit Quest’s System Center solutions at www.guest.com/system-center. Quest
Software can be found in offices around the globe and at www.quest.com.

Contacting Quest Software, Inc.

Phone 949.754.8000 (United States and Canada)
Email info@quest.com
Mail Quest Software, Inc.
World Headquarters
5 Polaris Way
Aliso Viejo, CA 92656
USA
Web site www.quest.com

SupportLink www.quest.com/support

Email to support@quest.com

Please refer to our Web site for regional and international office information.
Join the Community

Get the latest product information, find helpful resources, and join a discussion with the
QMX - Operations Manager 2007 team and other community members at:
http://www.management-extensions.org/index.jspa
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What's New or Changes in this update
April 2009 - Initial release.

About QMX VMM ProTips Management Pack
Integration

The QMX VMM ProTips Management Pack is a management pack that allows you to pass
alerts from System Center Operations Manager 2007 to System Center Virtual Machine
Manager 2008. For example, if you have an operating system or an application on a virtual
machine, such as Microsoft HyperV, or VMware, the alert goes into Operations Manager and
is then passed into Virtual Machine Manger 2008.

Active Alerts @

{Look Far: I Eind Mow Clear

;';-l | Source | Marne % | Description

B Severity: Critical (2)

@ WZ00S2Z, mms . com PRO BEA WebLogic cacheMonitorRuntimeCurrentSize cacheMonitorRuntimeCurrentSize is impacting MEMORY utilization, [¥M Fedora? on w20032, mms. o

@ Fedorad non-windows Alert BEAWebLogic3001: The BEA Weblogic workload is too high {Queue Load threshold has been exces
EgPro Tips (1) [_[O[x]
(7]
| Source | Tip | St_g_te
‘ wWEO0S2, mms, cam PRC BEA Weblogic cacheMonitorRuntimeCurrent Size Ackive
B 20082 mms.com -
%I PRO BEA WeblLogic cacheMonitorRuntimeCurrentSize Host Summary
cachetonitorR untimeCurentSize is impacting MEMORY utilization. [vM Fedorad on Mamne: 20082, mimg.com
w2082 mms.com]):BEAW eblLogic3001: The BEA weblogic warkload is too high [Queus Load ) )
threshold has been sxcesded) [se2 SNMP Trap .1.36.1.4.1.140.625.107.1.50] Host group: Production
cachetonitorRuntimeCurrentSize is impacting MEMORY utilization. CPRU: [TTITITTITT] 5 %
#) Cauze and Resolution
M emony:
The current size of the BEA “Weblogic cache is high.
Review the guest Memary resource allocation against the memary requirements for the Weblogic Storage:
cache.
L
¥ Show this window when new PRO Tips are created Implement Dizmizs

Before You Import the Management Pack

Before you import the QMX VMM ProTips Management Pack
(eXcSoftware.nonWindows.SystemCenterVMM2008Integration.xml), you must import the
following Management Packs into Operations Manager:

1. Microsoft.Windows.Library version 6.0.6278 or greater
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2. Microsoft.SystemCenter.VirtualMachineManager.Pro.2008.Library version
2.0.3451.0 or greater

3. eXcSoftware.nonWindows version 7.0.0.0 or greater

Integrating QMX, OpsMgr, and VMM
To integrate QMX, OpsMgr 2007, and VMM 2008

1. Perform the steps outlined by Microsoft to integrate System Center Operations
Manager and Virtual Machine Manager 2008. That is, load the product consoles and
Management Packs.

I 42 QM Configuration Tool
File Wew Configuration Tools Help

==l

YMM Yirtual Agent
Globalariables

QUEST
SOFTWARE

Clone/

Remove lame Value

r |a_strvMMServeriame Jwzo081

r Ig_str\z'MMSer\terDomainName |MMS|

I |a_strvMMUserld | Lo|
r |g_str1.l'MMPassword | |_|

CLONE |REMONE

4 | _'l_l
Flease make a selection. ‘1 Cluster: Standalone L_u Failover: Standalone
2. Install QMX - Operations Manager 2008 and ensure that non-Windows systems and
devices are properly generating alerts in the Operations Manager Console.
Note: The Quest Base Framework version must be 4.0.0.493 or higher. If it is not,
either upgrade it or contact Quest Support for the Virtual Agent Library\VMM\*.ps1
Powershell files required for the Virtual Machine Manager 2008 integration.
a. Click the VMM folder in the QMX Configuration Tool tree view.
b. Select the GlobalVariables tab.

c. Specify the value for g _strvMMServerName variable, the NETBIOS name of the
VMM Server.

Note: It is not necessary to specify the remaining global variables. These
global variables are for future features:
i. g_strVMMServerDomainName
ii. g_strVMMUserld
iii. g_strVMMPassword
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F' System Center Operations Manager 2007 - QST

File  Edit Wiew Go  Actions  Tools

Help

I _{_Eearch =} Hi Srope |_{_Fig|:| | |§1 Ackions | L7 .

Administration

ﬁ_i’ Pending Management ﬂ
"a:"; Settings
= (5) Security
B User roles
] Run As Accounts
M Run As Profiles
".'lif r'-'1:é|r|a|;|erner|t Packs
= =] Motifications
fﬂ Recipients
_J' Subscriptions
A, Connected Managerent Groups
AL Product Connectars

Discovery Wizard. .,

g Monitoring

|_j|7 Authoring

iIEli Administration

g My Workspace

Import the excsoftware.nonWindows.

Management Pack.

Management Packs

J‘_I;u:n:uk Far: I Fird Moy

MName

'3:1, evcsoftware, nonwindows

'ii‘ excSoftware . nonWindows, Dynamic

'3; excsofbware, noniwindows, SystemCenteryYMM2003Intearation
'3:3, Health Internal Library

'3:1, Health Library

ﬁfxl Image Library (Swskem Center)
'3:1, Imange Library (Sywskem)

'3::, Image Library (wWindows)

ﬁi:xl Instance Group Library

'3::, Microsaft &udit Collection Services
'3::, Microsaoft Generic Report Library
'3::, MOM 2005 Backward Compatibiliey
ﬁfxl Metwork Device Library

'3'} Matificakions Inkernal Libraty

G
TR RlAkiFie abicne |ike e

SystemCenterVMM2008Integration.mp

Note: As of April 2, 2009, the current version of this management pack is 7.0.0.0.
Select the Monitoring navigation button and then Discovered Inventory.
Select Change target type... on the Results pane.

Select

eXcSoftware.nonWindows.nonWindowsObject.SystemCenterVMM2008Integration
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Select a Target Type Ed

Select the target you want to use fram the list below. You can alzo uze the "Look for*' field below ta filker down o a
zpecific target or zort the targets by Management Pack.

Loak: far; | Clear |

¥ Wiew comman targets

™ Wiew all targets

T arget | hd anagement Pack. | [;I
D ata W arehouse Connection Server D1 ata W arehouse Library ¢
exchoftware nontindows. nonaindows0 bject. SystermCentery MM 2008 ntegration s oftware, nomiaindows. .

3 ateway Sygtem Center Core Library

Health Service System Center Care Libramy

15 2002 Server Role Windows Server Internet In.. ¢

b anagement Server Sygtem Center Core Library 1

t anagement 5 erver Agent Syztemn Center Caore Libram
Microzaft Audit Collection Services Collector icrogzoft Audit Collection 5.
Microzoft Audit Collection Services Fonwarder Microgzoft Audit Collection 5., 7
RACIRA IAAR D —mleviimrd T aram kbbb Y feAmon T hmenb RACIRA AR D = mliviimrd M mea »

7. Wait for up to 5 minutes until one or more Virtual Machine Manager 2008 managed
host system objects to appear in the Target window.

8. Since the Virtual Machine Manager 2008 Extension runs on a schedule, you need to
force a discovery from the VMM Powershell interface. From either the Operations
Manager or Virtual Machine Manager Server, enter the following Powershell
commands.

Note: This example assumes your VMM server is named VMMO01 and the OpsMgr
RMS server is named OpsMgr01:

# Get-VMMServer -ComputerName VMMO1
# Set-VMMServer -OpsMgrServer OpsMgrOl
Verify that a value displays for the "PRO Monitoring Level”:

VMM Object ID | WMM Type ID | PRO Moritoring Level

Synchronizing QMX with VMM

The host name you specify in the QMX Configuration Tool must match the in Virtual Machine
“Name” in Virtual Machine Manager. Note that it is case-sensitive! This is how Operations
Manager knows to generate a Virtual Machine Manager PROTip.
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'H' virtual Machine Manager - W20081.mms.com

ng ES Diagram J
Virtual Machines All Hosts v Actions
Host Groups Search 37 ] [none = wirtual Machine Mar
=, = .
- " Compuber Mame Marne I Hosk | Stakus | Jaob Stakus | Qner | CPU L. L éj" Hew wirkal machine
Filters Clear @ Unknown Fedorad | w2002 Running Unknown 0% i
5 j"’, Corwert physical se
Erer—————— @ Unknown MikesOfMar w0052 Stopped Unknown 0%
Hosts = — 7 corvert virtual mac
'ﬂi‘ Unknown sUsE wZ0082 Missing Unknown 0% ~
= <l & addlbrary server
e T (@) _linknown istz WAz Sronned Linkonwn 0% =
ey ¥irtual Machines - — a 2dd hast
~p Fedorad 2
- = .
Librar: 5 Add vMware virtual
< | B |

B eXc Software non-Windows Configuration Tool for System Center

) L@ System Center - LinuxFedora Yirtual Agent
ol DPM
5 ENTSSD __Hosts | alertFilers | CiiicalProbesses | Disks | Logs | MountPoints | RemotePing | sysiog | Thresholds | _vituslagentiobs |
5 i MOM
Bl A% (£]
5 apc fedora:
L A5400
§ BlackBery Clone 5 DNS Login Password Initial Secure Run
G Cisco Remove (ELstilte Name Prompt W3k Prompt (el [R5 State Connection Watchdog N
& Del0pentdanage - [ [Fedaraz [ogin [file:C:program Fl\esstcu ssword [file:<: fProgram F\IesieX:u IZZ [running =] W [l E
G EMC
[+ g HPJetDirect s -
=G LinusFedora
=l Fedwad Gd_h”'
[+ 5§ LinuxRedHat LI 4] |
Please make a selection A Cluster; Standalone I Failo

Known Issues

Due to a limitation of the current Virtual Machine Manager extensibility model, this solution
generates PROTips only at the Virtual Machine Host level even though the PROTip is
intended to target the actual Virtual Machine. The Virtual Machine for which the PROTip is
actually intended is displayed in the PROTip alert text.
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EgPRo Tips (5) [ O[]
(7]
| Source | Tip | ad 2
‘ w20082 . mms. com PRO IEM MO Series ChannelMETTIME Active
‘ W20082, s, corm PRO Apache Requast_Timaout Active
‘ w200582 . mms. com PR BEA Weblogic cacheMonitorRuntimeCurrentSize AOctive
By w20082.mms.com PRO BEA Tuxeda tuxIfQueusload Active
‘ W20082, mms. com PRO Tomcat OutOfMemoryError Active
By 20082 mms.com -
-
%_ PRO IBM MQ Series ChannelNETTIME Host Summary
Mame: w20022 mms. com

The average time spent to send aleq j and eceive a response is
impacting NET'wWORE. utilization| [‘JM FedoraS an w2DDB2 M. com]
zendreceive rezponse time is bolrHig

Bt G Senes3007: & channel Host group:  Produstion

The average time zpent to send a request o a receiver channel and receive a responze is CPU: 7%
impacting NETWORE utilization. i ’ﬁ B

#) Cause and Resolution Memany:

The average time spent to send a request to a receiver channel and receive a response is

bigh Starage:

Feview the guest CPU and Memory and MIC resource allocations since they directly
contribute to the health of the MO Series channel definitions [assuming all other software

¥ Shows this window when new PRO Tips are created Implement I Dizmiss |

Note: In this example, the PROTip for the IBM MQ Series Application is running on Virtual
Machine Fedora9 but that this PROTip has a target of the Host w20082.mms.com.

Override Management Pack Customizations

The QMX VMM ProTips Management Pack does not support Management Pack overrides.

Security

This Management Pack uses the agentless security requirements from the
eXcSoftware.nonWindows base Management Pack. (See the QMX—Operations Manager
2007 Edition Installation Guide available from
http://www.guest.com/common/registration.aspx?requestdefid=18322 for details.) In
general however, the security requirements for the Unix and non-Windows applications are
all specified in the QMX Configuration Tool. Therefore, you do not need to perform any
special security configuration steps in Operations Manager 2007.

How Health Rolls Up

The Operations Manager 2007 alerts generated for Virtual Machine Manager PROTip map to
the VMM host systems. However there are some limitations to this. (See Known Issues.)
Once we are able to map to the actual Virtual Machine, Quest will update this Management
Pack.
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Platforms Supported by QMX VMM ProTips
Management Pack

The following QMX Extensions are supported today:

1. All Unix systems that can run in a Virtual Machine (either HyperV and/or VMWare)
2. BEA Tuxedo and Weblogic

3. IBM Websphere and MQ Series

4. Apache web server

5. Tomcat

If you have a platform or application you want incorporated, please visit our on-line
community and let us know! (Go to: http://management-extensions.org/monitorextensions.jspa)

Getting Support

Quest Support is available to customers who have a trial version of a Quest product or who
have purchased a commercial version and have a valid maintenance contract. Quest
Support provides around-the-clock self-service coverage with SupportLink at:
http://support.quest.com

From SupportLink, you can do the following:
¢ Quickly find thousands of solutions (Knowledgebase articles and documents).
e Access FAQs
¢ Download patches and upgrades
e Seek help from a Support engineer
e Update or view support requests

View the Global Support Guide for a detailed explanation of support programs, online
services, contact information, and policy and procedures. The guide is available at
http://support.quest.com/pdfs/Global Support Guide.pdf.

When you contact Support please include the following information:
1. The software you are working with.
The versions you have installed.
The Windows versions you have installed: XP, 2003 Server, 2003 Server R2, etc.
The name of your Microsoft System Center Operations Manager 2007 Contact.

How many non-Windows resources you are monitoring.

AL

Any information you feel is appropriate about your System Center Operations
Manager 2007 environment or test lab setup.
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