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	Overview

Country or Region: United States
Industry: Government
Customer Profile

The institution is a large and prestigious organization in the federal government of the United States.
Business Situation

When key issues or events are in the news, the institution needs to support 60 million or more hits a day on its public Web site with complete reliability. Its existing system faced technical limitations.
Solution

The institution moved to a Web and database solution based on Microsoft® SQL Server® 2005 in an unusual, load-balanced, peer-to-peer configuration that provides scalability, reliability—and added security.
Benefits

· Increases reliability, handling 60 million hits a day

· Will double scalability without adding servers

· Offers low total cost of ownership 
· Easily extends to support new needs

	
	
	“We’re looking forward to adopting SQL Server 2008 because it will more than double our ability to handle database hits from the Internet without adding hardware. That’s huge for us.”
Senior Database Architect


	
	
	
	A large and prestigious institution in the United States federal government had an extraordinary challenge in serving the public. Its database could see daily hits of 60 million or more from the Internet when major issues were in the news. The institution expanded the database on the back end of its Web environment but still hit technical limits that affected reliability. So the institution adopted a novel deployment of Microsoft® SQL Server® 2005 that combines database load balancing with peer-to-peer replication. The result achieves the institution’s scalability and reliability goals, has total cost of ownership that’s just one-third the cost of using another platform, and extends easily to support new applications. The institution plans to take advantage of features in SQL Server 2008 that will double the institution’s scalability without the need for additional servers.
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Situation

One of the large and complex institutions in the United States federal government has a large, complex technology infrastructure to match. It has information that it needs to keep confidential [image: image4.jpg]Microsoft



and information that it needs to make readily available to the public.

“This is a challenging institution to run an IT infrastructure for,” says the institution’s Senior Database Architect, who has been a part of meeting that challenge for five years. Among the technology components, Microsoft® SQL Server® data management software runs on the Windows Server® 2003 operating system for the public-facing Web site that presents the institution to the public.

That public Web site faced unusual demands. It generally saw 6 million hits a day. When an issue received major visibility—for exam​ple, when talk-show host Oprah Winfrey mentioned an issue in the news—the site could see the daily hits rise to between 30 million and 60 million.

The institution used SQL Server 2000 Enterprise Edition running on three computers for the public Web site. The three computers promoted security by putting different groups of users on different computers, preventing individ​uals from accessing and editing information for which they lacked authorization. But it did so at a cost. The system was hitting memory constraints and other limitations—with the result that the system would stall or fail
The institution began to address its challenges by scaling out the structure of the public Web site, adding a middle tier of two SQL Server 2000–based computers with a load balancer in front of them to direct Web queries to the database servers. The original three computers remained at the database layer of the solution, and the two sets of database com​puters were synchronized with each other through merge replication, which created a “publish and subscribe” relationship between them to move new content from primary database to middle-tier database.

“That new architecture helped by letting us scale, and it split the load coming from the Web servers,” says the Senior Database Architect. “But it didn’t provide the reliability that we needed to handle the big spikes in database hits. I’d worked in the corporate sector and I’d never seen a database system that got the workout that this one did. We needed an innovative, industrial-strength way to provide database support to our Web site.”
Solution

The institution continued to evolve its database solution. The next significant step was to upgrade to Microsoft SQL Server 2005 Enterprise Edition. “SQL Server 2005 gave us greater clustering capabilities and 64-bit computing that we could use to achieve new levels of database reliability,” says the Senior Database Architect. “And in improving the database structure of our public Web site so significantly, we created a structure that would also serve to augment our other application investments.”

One of the key enhancements that the institution adopted with its move to SQL Server 2005 was the use of peer-to-peer replication and database mirroring in place of the merge replication that it had used previously. Peer-to-peer replication provides simultaneous data replication from several computers to several computers in near real time, instead of using a publish-and-subscribe model that limits scalability and makes it more difficult to synchronize the various computers in the solution. The institution uses peer-to-peer replication both to further scale out its database structure and to incorporate remote server locations on a live basis for disaster recovery, both of which boost reliability and uptime.[image: image5.emf]Primary 
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 The greater scalability of the solution helps ensure that millions of simultaneous hits will not bring down the database, while the incorporation of remote sites on a live basis, along with database mirroring, gives the institution a truly up-to-date, “hot standby” secondary server at a remote location for smooth failover in the event of a database failure at the primary location.

The new database architecture also includes enhanced database load balancing. A key challenge in database load balancing is data synchronization. Both of the database computers behind the Web servers must be fully synchronized with each other and with the back-end database cluster. If they are not, then the content or search results that a user sees might vary based on which database server in the load-balanced pair received the query from the Web.

The institution addressed this challenge with its dual peer-to-peer replication structure, which implements near-real-time synchronization not only between the load-balanced databases, but also between those data​bases and the back-end database cluster (see Figure 1).
Here’s an example of the institution’s database solution at work: An individual in the institution wants to issue a news release or report. The content is added to the SQL Server 2005 database cluster. Through peer-to-peer replication, the content is sent to both of the database computers in the middle tier, as well as to the remote database cluster. When a member of the public requests the content through the Web servers, the request can be fulfilled regardless of which middle-tier database server receives it. And because the two middle-tier, load-balanced database servers are separated from the primary SQL Server cluster by a firewall, any malicious action against the load-balanced servers will likely have little or no impact on the primary cluster.


Security is enhanced further by having separate “read-only” and “write-only” instances in the load-balanced database tier. The read-only instances enable users from the Internet to read content—such as news releases and reports—without being able to hack or add malicious code to it. The write-only instances are available for transactions—for example, to enable the institution’s members to conduct public surveys or solicit newsletter subscriptions.

The institution plans to upgrade to SQL Server 2008 Enterprise Edition, which will provide geographically dispersed cluster (geocluster) capability that will enable it to include the remote site in the primary production cluster, eliminating the need to redirect Web queries to the new database location in the event of an emergency. The institution also plans to use the Resource Governor technology in SQL Server 2008 to finely tune the priorities that computer processors give to various requests.

Benefits

By adopting and enhancing a database solution based on Microsoft SQL Server 2005, the institution has increased scalability and reliability. With a move to SQL Server 2008, it expects to double scalability without adding servers. The data management software has low total cost of ownership (TCO). And, after just a few months, the institution is already extending its SQL Server 2005–based solution for new, mission-critical, cost-effective uses.

Increases Scalability and Reliability

The institution wanted a Web and database solution that would support the massive number of hits that the public Web site could receive on any given day without notice. It has that with SQL Server. “SQL Server 2005 has given us the scalability that we need and eliminated the memory limits that we saw earlier,” says the Senior Database Architect. The institution now handles 60 million hits a day with complete system reliability.

He notes that the institution may not need to add servers to scale far beyond the current capability. “We’re looking forward to adopting SQL Server 2008 because it will more than double our ability to handle database hits from the Internet without adding hardware. That’s huge for us.”

Offers Low TCO

The institution chose expanded use of SQL Server in part because of the difference in total cost of ownership between SQL Server and potential alternatives. “With SQL Server, we get first-rate performance with low TCO,” says the Senior Database Architect.
In addition to a low licensing cost, there are lower software management costs due to the ease of managing SQL Server. “SQL Server databases are easy to set up and maintain,” the Architect says. “They require less work to set up permissions and fewer people to keep the databases running. When there’s a disaster recovery situation, the recovery time and process are relatively short. SQL Server gets our users up and running fast.”
Easily Extends to Support New Needs

The ease of use of SQL Server is making it the database of choice for an increasing share of the institution’s internal applications. “We’re not making a major move or migration, but we’re turning more and more to SQL Server for internal applications,” says the Senior Database Architect. “Microsoft .NET technology is the backbone of SQL Server, and it’s very easy to find talented developers for SQL Server and the .NET Framework.”

For example, one of the institution’s new applications uses mobile technology and SQL Server replication to account for personnel in the event of an emergency, helping ensure that no one is trapped or left behind in the institution’s facilities.

Microsoft Server Product Portfolio
For more information about the Microsoft server product portfolio, go to:
www.microsoft.com/servers/default.mspx
“I’d worked in the corporate sector and I’d never seen a database system that got the workout that this one did. We needed an innovative, industrial-strength way to provide database support to our Web site.”


Senior Database Architect
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Figure 1. The institution’s novel use of SQL Server 2005 combines database load balancing with peer-to-peer replication among both the load-balanced servers and the primary database cluster—for high levels of reliability and availability.
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“SQL Server 2005 has given us the scalability that we need and eliminated the memory limits that we saw earlier.”


Senior Database Architect
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For More Information


For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234 in the United States or (905) 568-9641 in Canada. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to: � HYPERLINK "http://www.microsoft.com" �www.microsoft.com�
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