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Evolution of Identification
The need to resolve individual identity is an age-old chal-

lenge. Identification documents have a long history — during 
World War I, American military officers carried identification 
papers at all times while on active service. These passport-
sized identification books included a military portrait photo 
of the officer, basic biographical information and a signed at-
testation by a commanding officer or War Department repre-
sentative. The portrait photographs were blind stamped with 
an offset official U.S. seal to provide further affirmation of the 
holder’s identity. 

During World War II, and in the years that followed, ev-
ery American soldier had an official government military ID 
bearing a photograph, identification number and fingerprints 
of the individual. For the civilian population, the driver’s li-
cense emerged as the method and means for accurately 
determining ID and was widely regarded as “the passport to 
America.” New concerns about the security of the driver’s 
license as a certified form of identification emerged in the 
wake of the 9/11 attacks and the review conducted by the 
federal 9/11 Commission.

As the significance of identification methods has evolved 
over the course of our nation’s history, the use of paper IDs 
still begs a universal question that spans all levels of govern-
ment and the private sector: “How can identity be verified 
with certainty, and what techniques and tools can be used to 
determine identity with as much accuracy as possible?”

In response to the 9/11 attacks, the federal government  
enacted a series of laws directed toward the goal of protecting  
the nation. Among them were the Patriot Act, the Aviation 
and Transportation Security Act, the Bioterrorism Act, the  
Enhanced Border Security and Visa Entry Reform Act, and  
the Homeland Security Act, which established the U.S.  
Department of Homeland Security (DHS). 

In testimony before the House Committee on Homeland 
Security, DHS Secretary Janet Napolitano suggested that  
implementing common sense border and transportation  
security initiatives was one of her top priorities for DHS.  
In seeking to balance privacy issues with the enhanced 
documentation needed to better instill security confidence 
in the new identification standards that will be implemented 
as a result of Real ID — the 2005 federal law that imposes 
standards on state driver’s licenses to be accepted by the 
federal government for “official purposes” — Napolitano said 
that “it is difficult to think of an area of DHS operation where 
a greater use of cutting-edge technology would not improve  
capabilities. Our border security efforts, port screening, 
transportation security, customs processes, immigration pro-
grams and preparedness and interoperability efforts could all 
benefit from a strong push to develop new technologies.”

“It is difficult to think of an area 
of DHS operation where a greater 
use of cutting-edge technology 
would not improve capabilities.”

— Janet Napolitano, Director of Department of Homeland Security

“Secure identification should 
begin in the United States. The 
federal government should set 
standards for the issuance of 
birth certificates and sources of 
identification, such as driver’s 
licenses. Fraud in identification 
documentation is no longer just 
a problem of theft. At many entry 
points to vulnerable facilities, 
including gates for boarding 
aircraft, sources of identification 
are the last opportunity to 
ensure that people are who they 
say they are…”
	
— 9/11 Commission Report
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The Importance of Who’s Who
	 Despite the advances in technologies and solutions, the 

concern that remains central to the objective of providing  
security to the nation is the question of “who is who?” The 
federal homeland security laws directed toward enhancing the 
security of the United States — and the federal government’s 
confidence in the adequacy of such efforts — is, at the most 
basic level, grounded in the process of identity determination 
and the use of powerful databases to accurately determine 
individual identity to best evaluate threat and risk. Much of 
government’s effort to protect the borders, minimize the risk 
to infrastructure and ensure the American public can travel 
safely, freely and efficiently — both domestically and abroad 
— is based on a complex system of computer-based data ana-
lyzers that search government records and provide information 
to help guide security personnel. 

As one intelligence analyst employed by the National  
Security Agency (NSA) concluded, “Knowing the true  
identity of a subject — having the data available that proves 
you are who you say you are — is really the linchpin for a true 
homeland security strategy. When an individual presents him 
or herself at the border with identification documents, we 
need to know with reliability and accuracy that the person 
presenting the documents is in fact the individual reflected 
in the documents. We need to be able to do that quickly and 
with accuracy. Our security network is really based on the ef-
ficiency of that exchange, with the potential for unforgiveable 
consequences if we get it wrong.”

	M ultiple questions tend to arise in the effort to ensure that 
the government does not “get it wrong” in protecting citizens. 
Among them are: 
o	 How does technology reconcile disparate data sources to 

identify particular individuals with the accuracy required 
by government and demanded by the public? 

o	 How can a high volume of records be efficiently analyzed 
by a technical solution to determine trends or make con-
nections that a human analyst might not be able to recog-
nize? In considering this, it is important to recognize that 
the volume of raw data is huge. The federal government, 
for example, maintains records on nearly 26 million U.S. 
veterans. Whether tax records or DMV records, the sheer 

volume of databases spread across the United States is 
daunting from an identity resolution perspective.

o	 How can a multiplicity of data stovepipes be reworked or 
filtered to make essential connections that help to deter-
mine identity?  

o	 What are the practical uses of this technological capacity, 
and what are the means by which this process can be 
done quickly within minimal margins for error?

Resolving Identity
Identity resolution, for the government and the private 

sector, is really a data-based intelligence process. While 
the private sector may be reluctant to embrace the concept 
of “intelligence gathering” to define its identity resolution 
efforts, the technological process really works on the same 
level. And its results, like most that involve technology, are 
only as good as the quality of the data available for survey. 
Identity resolution is the method by which organizations 
can establish connections between separate and indepen-
dent data sources with the objective of identifying poten-
tial identity matches, as well as relationships that are not 
otherwise obvious to the human analyst. A robust identity 
resolution engine can analyze comprehensive batches of in-
formation relating to individuals or entities across a variety 
of databases, and then apply analytic programs to deter-
mine matches and the relationships that exist between the 
information contained in the data. Such search engines are 
regularly used to uncover fraud and help private businesses 
manage consumer data to both target commercial opportu-
nities and eliminate redundancies in records.

Identity resolution is the  
method by which organizations 
can establish connections 
between separate and independent 
data sources with the objective 
of identifying potential identity 
matches, as well as relationships 
that are not obvious to the  
human analyst.
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	 In its simplest form, with regard to individuals, identity 
resolution works across different information silos such as em-
ployment records, tax data, commercial data and government 
watch lists. This is in order to reconcile various identification 
records to reach conclusions about the certainty of a particular 
individual’s identity. 

For a clearer picture, consider the following example. An in-
dividual named William Davis Smith has multiple record entries 
in various databases that are available for search. Records might 
have been generated under a given name, or in such variations 
as Bill Smith, W.D. Smith, W. Smith or even Davis Smith. By 
comparing consistencies between underlying factors such as 
home address, date of birth, Social Security number or other 
identifying criteria, an identity resolution engine can eliminate 
many records from the list of possible matches while confirm-
ing others that may not be readily apparent, or available, to the 
human analyst. Because of search engine technology use, at-
tributes that were not immediately obvious — but that help to 
establish data connections, such as varying name spellings (or 
even aliases) — can be resolved to a particular individual be-
cause of commonalities in other aspects of the data check (i.e. 
bank accounts, addresses, phone records). Establishing con-
nections between data that might not otherwise be identified by 
a human analyst offers a powerful and useful tool in definitively 
determining identity.

Making Connections	
A country with unique geographical benefits recently 

embarked on a project to identify and intercept individuals 
who posed a threat before they entered the country. 

The project is composed of a complex identity resolution 
system that analyzes various databases, including government 
watch lists, to report information to public safety personnel 
that even the most sophisticated biometric systems cannot 
provide. While biometric-based systems have the ability to  
definitively identify an individual, this identity resolution  
system goes further: it makes connections. 

The system scans voluminous and seemingly unrelated data-
bases to link information beyond the capability of human ana-
lysts. These connections not only confirm identity, but provide 
guidance to analysts to determine why public safety personnel 
might be interested in a particular individual. When the system 
identifies a subject of interest, a workflow application that is 
part of the system software routes the information to a variety of 
users (human and computer-based) for closer evaluation.

Although collaboration between agencies can often be 
a hurdle to overcome and was initially a challenge with the 
project, the ability of the organizations to access the system, 
conduct searches and receive results helped to mitigate early  
concerns, and has served as the basis for a solid public  
safety partnership.

“The value of the product is in the product itself,” said one 
user, adding that “the flexibility of the system is one of its 
greatest benefits.”

The project has been a success, because of participation and 
engagement by sponsoring government agencies in designing, 
deploying and fine tuning the pilot project, which was done in 
collaboration with a third-party vendor. The project has even 
earned praise from high-level leaders in the country.

What Can Identity Resolution  
Really Do? 

A well-designed identity resolution tool can instantly:

o	 perform criminal records checks based on information 
contained in multiple databases to accurately identify 
an individual with a criminal past;

o	 provide a better understanding of threat and risk based 
on a comprehensive picture of an individual’s history;

o	 factor and sort multiple identities that may have been 
used by an individual over the course of many years 
and at dispersed locations; and

o	 meet federal Department of Homeland Security 
identification and documentation requirements. 



�

Evolving Toward a Better 
System and the Need for Speed

	 Identity resolution tools have reached a level of  
sophistication far beyond the Soundex system of the  
20th century. Soundex, a technique that uses a phonetic 
algorithm for indexing names based on their sound when 
pronounced in English, is problematic given the demands 
of timeliness and accuracy required by modern users. The 
system can produce many versions of the same record,  
ignore matches and produce irrelevant or misleading results.  
In most applications, the technique also fails to properly 
rank order findings for a likely match. Problems have also 
been encountered in systems that use matchcodes for resolving 
records. The matchcode technique uses versions of key 
characters that, depending on the granularity, can produce 
inconsistent results that are difficult to accurately program 
for rank ordering. 

	 In public safety, accuracy and timeliness are critical. In ap-
plications used by the federal government, the identities of air 
passengers need to be resolved from the time the passenger  
checks in at the gate to the time the plane departs. Given  
the realities of air travel and the convenience required by 
business and public passengers, there is no ability to transfer  
and process the export of records off-hours. The systems 
in place need to be reliable, accurate, timely and efficient. 
In achieving this goal, the systems need to maintain search 
integrity by filtering anomalous data entries to account for 
inadvertent or intentional record errors, or unique cultural 
name or spelling variations.   

Unique Identity: An Expert’s View

David Loshin, a private-business consultant who 
has studied identity resolution techniques and their 
application to both government and the business 
sector, defines identity resolution as “the ability to 
determine that two or more data representations 
can be resolved into one representation of a unique 
object.” While public safety is the area where 
identity resolution has received the most media 
interest, Loshin recognizes the “growing need for the 
resolution of records associated with other kinds of 
data such as product names, product codes, object 
descriptions and reference data.”

“Such considerations are not the only thing that is 
important, but serve as a prerequisite for all that 
follows,” Loshin said. “We need to get it right. We 
are going to be engaged in this debate over effective 
identity resolution measures for a long time.”

For homeland security, Loshin said that we need 
to turn the debate back around on the federal 
agencies and that we must be realistic. “It is 
all well and good that we have watch lists and 
systems in place, but the 20th time we stop the 
elderly man in line, we need to ask ourselves 
‘What are we doing?’ and ‘How can we do it 
better?’ There is great potential use in the tools 
that are available, but better resolution tools will 
ensure better protection of individual rights instead 
of the subjugation of the masses.”

According to Loshin, better tools are just one part of 
the equation. “In order to improve the process, we 
also need the agencies of government — and by that 
I mean both at the state level and the federal level 
— to work together.”
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Beyond Public Safety
	 While identity resolution systems are most frequently  

discussed in a public-safety context, such systems have been 
commercially used by the public and private sector to recon-
cile client and customer lists, as well as to target advertising 
and informational mailings. Increasingly, identity resolution 
tools are used to identify and eliminate fraud. The Texas 
Comptroller of Public Accounts deployed identity resolution 
technology to help the agency better administer tax collec-
tions. To more efficiently identify those who owed the state 
money, the agency contracted for a technology solution that 
would match tax files against other databases maintained by 
state and federal agencies. The solution generates approxi-
mately $70 million in annual revenue for the state. 

Successful system models have also been developed in-
ternationally. The Office of State Revenue in New South 
Wales, Australia, launched an Unregistered Clients Project 
that identified more than 800 new taxpayers and recovered 
approximately $33 million in additional revenue. The project 
identified businesses that should have been registered for 
payroll taxes, but were not on record. While the primary goal 
was to identify businesses that had not properly registered 
for payroll tax purposes and to collect the revenue owed, 
deployment of the system resulted in efficiencies related to 
the reduction in the number of manual checks that had previ-
ously been required of investigators and staff. 

A Glimpse of the Future
	R egardless of purpose, whether public safety or fraud 

detection, the success of identity resolution systems will  
ultimately be determined by the manner in which the balance 
between privacy and purpose, and speed and accuracy is  
addressed. In the security context, it has been said many times 
by elected officials and other security professionals that “those 
who wish to do us harm only need to succeed once, while 
those involved in the homeland security arena need to get it 
right every single time, 100 percent of the time.” That need 
for accuracy is daunting when one considers all that needs to 
be factored into the dynamic, from privacy and the purpose of 
the inquiry, to the requirement for efficient speed of the inquiry 
transaction and the accuracy demanded from the result.

Systems that contain a comprehensive, unified and open 
platform for data integration can help balance these fac-
tors. These systems are designed to provide state-of-the-art 
technology in relation to identity resolution and have specific  
applications for government organizations with regard to law  
enforcement and fraud identification and prevention activities.

	S earch engines can support high-accuracy, high-volume 
searches of data to identify matches accurately and quickly, 
regardless of language, structure, format, location, duplication, 
omissions or transcription errors. Using complex algorithms 
and search methodologies, the systems locate identity records 
for large databases and discover the connections that are often 
buried within the records. The systems even compensate for 
data entry errors, intentional errors, and variations in interna-
tional names and addresses so that identity determinations 
can be made with reliable certainty.

	T hese systems are being used by government organiza-
tions throughout the world in a broad range of situations 
where names or addresses need to be searched, matched, 
grouped, screened or linked. There is a great diversity in the 
uses of such systems. Tax and Finance Departments have 
successfully used them to ensure taxpayer compliance. Law 
enforcement agencies locate stolen property; health and  
human service agencies track diseases and interpret pa-
thology registries; and homeland security agencies secure  
borders and protect critical infrastructure.

 In the security context, it has been 
said many times by elected officials 
and other security professionals 
that “those who wish to do us 
harm only need to succeed 
once, while those involved in the 
homeland security arena need to 
get it right every single time, 100 
percent of the time.”
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The Search for the Perfect 
Engine

	T he need to know “who’s who” is an age-old dilemma, 
but it is one that can no longer be taken for granted. As tech-
nology evolves and becomes more and more sophisticated, 
so too have the efforts used by those who wish to avoid 
its detective capabilities. Meanwhile, privacy concerns and 
skepticism about the necessity for government to explore 
and resolve identity issues are likely to grow even more 
intense in the future. In addition, while system improve-
ments will provide more advanced capabilities to mine a 
larger environment of databases, the need to develop more 
reliable and accurate resolution systems really serves as the 
foundation for the nation’s homeland security structure.

	 If the identity question cannot be satisfactorily answered, 
then the nation’s borders will not be safe. If a driver’s li-
cense or passport used for identification does not accurately  
represent the identity of the individual who presents it, there 
is great risk in the uncertainty. 

	A  state-of-the-art identity resolution system has the  
capability to override both intentional and inadvertent errors  
and variation in data, and can identify appropriate data 
matches while dismissing those that are false. Ideally, the 
system should explore connections between data through 
complex algorithms that an experienced intelligence analyst  
might explore given the dynamics of the search criteria. 
Such algorithms would be flexible enough to consider and 
work through the vagaries of data, with all of its consequent 
misspells and transcription errors, initials, abbreviations and 

numbers. The system would allow for customization, but 
provide a robust product and tool in its standard form that 
appropriately weighs certain attributes or factors that can 
help to determine identity. Most importantly, in this new 
era of homeland security and computer-based banking, the 
system should accommodate language differences and be 
applicable regardless of the country of origins to which the 
searches are applied and the data analyzed.

	T oward the end of his tenure at DHS, Secretary Michael 
Chertoff said, “The entirety of our economic livelihood of 
the 21st century is going to turn in large measure upon our 
ability to verify identity.” 

In making this bold statement, Chertoff was referring to 
both the business and national security applications of the 
efforts to accurately determine identity. Robust sysytems 
are now available that provide a tool to help those charged 
with protecting the nation to better analyze and manage 
identity records, and help answer the often critical question 
of “who’s who?” 

“the entirety of our economic 
livelihood of the 21st century is 
going to turn in large measure 
upon our ability to verify identity.”

— Secretary Michael Chertoff
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