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Disaster readiness
and recovery planning

Hurricanes, power outages and dozens of other threats can
shut down your business in a matter of minutes. Is your data
center prepared to weather the next catastrophe?
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There s no way to predict when disaster may strike, but smart

strategizing now can save time and money if not your
entire business  when the time comes.

EMERGING TRENDS

Cyber-threats, natural disasters, regulatory
compliance driving business continuity plans

Hurricanes, denial of service attacks and even electrical failures may devastate a business, but a
resilient operation is ready with off-site data storage, backup power and a crisis response plan.

SOLUTION INSIGHTS

The company you save may be your own

A comprehensive disaster plan starts with a thorough analysis of your I.T. needs and a cost
analysis of each preparedness measure.

I.T. BEST PRACTICES
|.T. and management collaboration crucial
for contingency planning

Experts agree that I.T. administrators, business users and executives must work together to set
policy for company-wide crisis response and operational recovery.

UPCOMING PRODUCTS

Prepare now and avoid disaster

Disasters are far less devastating when you have the right equipment, including uninterruptible
power supply systems, off-site backup media and top-notch network hardware.




EMERGING TRENDS

Cyber-threats, natural disasters, regulatory compliance driving

business continuity plans

What do you do when a disaster shuts down or destroys your company s
technology infrastructure?

Depending on which report you read, analysts call the answer to this
question disaster preparedness, disaster recovery, business continuity,
business resiliency and even information stewardship.

Whatever term you use, your company must answer to customers,
employees, and industry and governmental regulations, regardless of
how mundane or outlandish the problem. It doesn t matter whether a
construction crew severs your building s power lines or a hurricane levels
the city; you have to be prepared.

Disasters come in all shapes and sizes. A virus attack can bring down your
network as easily as a power outage can, and an electrical re or ood
can be as devastating as high-pro le events like Hurricane Katrina. Worse,
there s no way to predict where and how the next catastrophe will strike.

In a June 2005 survey conducted by Risk Solutions, LLC, 62 percent of
respondents listed data security (virus, denial of service, unauthorized
access) asan extreme threat to their business continuity, with power
outages, telecom failure and data-center failure close behind.

Respondents also listed re, natural disasters, ooding and
violence/terrorism as important issues to consider when creating a
business continuity plan.

On the most basic level, the damage and downtime resulting from a
disaster can have dramatic effects on a company s bottom line. Every
hour of downtime brings mounting costs, and the repercussions in terms

of corporate reputation and customer retention may still be felt over the
long term.

In a survey conducted by Contingency Planning & Management (CPM
Group) and Deloitte & Touche, nearly half of respondents indicated that
their businesses could not tolerate more than eight hours of downtime
and must have critical activities restored within that time frame. More
than 12 percent of respondents indicated zero-tolerance, demonstrating
that resilience  the ability to bounce back quickly is a must when
creating a business continuity plan.

Do you have a business continuity plan?

Enterprise-wide business continuity program established for all critical functions

Plan developed and documented for most critical business functions

Plan developed and documented for some business functions

Plan being developed

Enterprise business continuity program development has taken hold, with
implementation being reported by at least 70% of respondent companies in
2005, up from 41% in 2004. (Source: CPM Group and Deloitte & Touche LLP
2005 Business Continuity Survey)
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We went around the organization identifying
what the business thinks they have in terms of
a business continuity management requirement

and then compared that to what they actually
had. There was a disparity.

Bill Teuber, CFO and executive vice president, EMC Corp.

EMERGING TRENDS (conTINUED)

Regulatory compliance is another major factor when considering how
careful your company must be when handling customer data. The New
York Stock Exchange, for example, requires its members to develop
business continuity plans and update them annually. A regulatory
standard for business continuity management is under development

in the United Kingdom.

Regulations such as Sarbanes-Oxley, HIPAA, the California Database
Breach Noti cation Act, the Gramm-Leach-Bliley Act and the European
Data Protection Directive will also drive additional focus on data
protection and disaster preparedness.

An April 2006 article in Business Finance cites a report from risk
consultants Nicholas Benvenuto and Brian Zawada, who note:

[A] growing number of executives have been in uenced by their
external auditors, who have knowledge of business continuity and the
potential risks. As a result, they are concluding they must have business
continuity processes, or at least be able to show why they do not have
the processes, related to their nancial reporting function (and perhaps
extend this assessment to other critical business functions and IT assets
at a later date).

The story also quotes Peter Maloney, CFO of digital licensing rm Snocap,
as saying: Companies may have had informal procedures and processes
for disaster recovery, but Sarbanes-Oxley has forced a formalization of
those procedures and processes.

In the Risk Solutions survey, 78 percent of respondents cited regulatory
requirements as driving their business continuity plans.

For compliance purposes, companies have to ensure that data is
protected and archived according to established regulations.

Disaster preparedness dovetails nicely with this trend, giving companies
an opportunity to add off-site storage to their data management
initiatives and redundant power sources for their data centers.

By ensuring that critical data, system con gurations and even up-to-date
inventory lists are stored securely away from the main of ce, businesses
can recover quickly from an event that would prove devastating to an
unprepared company. If a  ood damages a data center in one location
or a power outage takes out the entire Northeast (as we saw in August
2003), a business continuity plan will mean the difference between
smooth resumption of activities and a chaotic scramble to recover.

Major causes of power problems for PCs

HVAC failure
2%

Human error/sabotage Other
3% 7%

Power failure/surge
Network outage 45%

5%

Earthquake
6%

Flood and water
damage
7%

Hardware/software error
8%

Fire or explosion
8% Storm damage

9%

Your company s server and PC hardware resources are susceptible to power
uctuations from many different sources. To protect critical corporate

and customer data, a continuity plan should include surge protection and

uninterruptible power supply systems. (Source: CPM Group, 2004)







